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ABSTRACT 

Phishing is a malicious attempt to get some sensitive information from users like passwords, ATM pin, username, 

debit/credit card details, etc by hiding themselves as a trustworthy agent. Phishing is usually done through email, 

phones, by creating fake websites and via text message to steal someone’s information. Phishing is considered as 

cybercrime in today’s world because it can lead to financial loss and theft. In this work, the system aims to achieve a 

model to detect whether a website is phish or legitimate using machine learning algorithms like Logistic Regression, 

Support Vector Machine (SVM) and using ensemble learning technique – Random Forest to train the algorithm. 

Dataset contains 11k rows, 30 features and one target variable. To test the training model, system is using feature 

extraction technique to extract 26 features using web scrapping, python, regex, parsing technique, socket 

programming, Selenium and using few python libraries to get information about SSL certificate. Random forest is 

giving the best accuracy of 97.27%. The obtain result shows the potential of transfer learning in the field of cyber 

security, especially in phishing analysis. 

KEYWORDS: Phishing – Detection of Phishing Website – Machine learning – Logistic Regression – Support 

Vector Machine (SVM) - Random Forest - Web scraping - Feature Extraction – Socket Programming – Regex – 

Selenium 

 

1 INTRODUCTION AND MOTIVATION 

When there was no or less use of internet, online transactions or online dealings, there were absolutely negligible 

threat to the then online systems [3]. But, in the last decade, the world has seen an enormous transformation in the 

IT sector and IT enabled industries [3]. Everything has been changed since then [4]. Online dealings and internet has 

changed everything including how person work and communicate each other [4]. Nowadays, many applications 

have come in our daily life like e-mail, file transfer, YouTube, e-commerce websites, online shopping websites, 

voice communication, etc. and this success has brought many threats to the real world [4]. Nowadays, phishing is 

seen as a most usual threat to the users using internet because of the boom in the IT sector [5]. In this world, the 

confidentiality of the information is the biggest issue for all users. Social engineering attacks are increasing 

enormously day by day, increasing threat to society [9]. 

    Phishing is a type of technique in which spammers and hackers trick the people to steal their sensitive information 

like – username, passwords, ATM pin, credit card details, sensitive bank information, etc by unlawful activities like 

creating fake websites which looks similar to legitimate website, email spoofing, instant messaging, etc [1]. The 

phishing techniques are nowadays a new internet crime [7].These phishing techniques ask user to fill out their 

personal information which is confidential and user give their details considering those phishing techniques as 

legitimate [2].  Many organizations like PhishTank, APWG, etc are working on anti-phishing approaches and 

techniques to fight against phishing attack and these details are been used by several browsers to block those 

websites [2].  

    Phishing has become a major concern nowadays specially for banking and e-commerce users [6]. According to 

the survey, 5 million users in USA were victim of phishing in year 2008. This had an increase of 40% cases from the 

previous year. According to survey, 4.3% of the users who received phishing mails from spammers and hackers lost 

money from phishing attack and the rate was of 3% in year 2005 [6]. Scientists and researchers are facing a big 
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challenge to detect and prevent phishing because spammers and hackers performs these attacks in such a way that 

they bypass all the existing anti- phishing systems and even educated person can be tricked in this threat [8].  

Researchers and scientists are trying their best to develop intelligent techniques to prevent phishing and they have 

conducted many but the results don’t lead to success because most of them have high complexity or high false 

positive rates or low accuracy [7]. 

   The best way to prevent user to click on suspicious websites or emails is to warn them about that website or 

preventing them to open that website. But, classifying a webpage as phishing or legitimate is really a big challenge 

[5]. By considering all this threat and fact, in this paper, an anti – phishing technique has been proposed which is 

focusing on to detect phishing websites and to categorize them as phishing and legitimate using machine learning. 

This system uses machine learning algorithms like Logistic Regression, Support Vector Machine (SVM) and 

Random Forest to train model and using Feature extraction techniques like – Parsing with python, Regex, Socket 

programming, Web Scrapping to extract the 26 features from the URL itself and then testing the test dataset with the 

algorithm giving better accuracy.  

 

2 RELATED WORK 

Detection of phishing website involves a sequence of operation viz. training of dataset, feature extraction, testing on 

extracted features and then predicting the result or other techniques like analyzing different reports, checking DNS 

logs, etc [2], [3]. The related work related to proposed system will be discussed here to give depth information about 

the earlier systems and how the proposed system is different from existing systems. 

    C. Emilin Shyni, et al, proposed Parse tree validation technique to detect whether the webpage is phishing or 

legitimate. This system uses a interception of all hyperlinks of the current page by using Google API and then parse 

tree is been constructed with the intercepted hyperlinks to detect whether the page is phishing or legitimate. The 

false negative and false positive was 7.3% and 5.2% respectively [1]. Hong Bo, et al analyzed phishing reports from 

APAC – Anti-phishing Alliance of China and then proposed a hybrid methodology and system to detect phishing by 

using DNS query logs and phishing URLs [2]. The accuracy of the system is dynamic viz. it depends on daily basis 

and so not given in [2] but there are problems in the system. The problem is it how to balance computing efficiency 

and recall rate [2].  

    Shraddha Parekh, et al proposed the system which uses machine learning technique to determine whether the 

website is phishing or legitimate [3]. The proposed system uses random forest algorithm to train the dataset. There 

are 3 main phases in this system that are – parsing, heuristic classification and performance analysis. The accuracy 

of the system is 95%. The dataset is taken from phishTank which comprises of 31 features and 1 target but the 

system has only used 8 features to train the dataset. This system only focuses on training the system at higher 

accuracy. There is no feature extraction technique has been used to test on user input [3]. The system proposed by 

Ishant Tyagi, et al is also based on machine learning technique. The system got the accuracy of 98.4% by using 

random forest algorithm. The system has used feature extraction technique to extract the features from the user input 

URL. But the system has only extracted 15 features out of 31 features [4].  

    Mohammad Mehdi Yadollahi, et al, uses a bit complex technique. The System has created their own dataset by 

crawling the websites of 38 features. This system uses learning classifier system named XCS to determine whether 

the website is phishing or legitimate. This system is very different than the proposed methodology which is 

discussed later. The system achieved 98.37% accuracy [5]. The system proposed by Abdullah Alnajim, et al is very 

much different and it is not related to machine learning [6]. This system uses a client-server-proxy model to 

determine whether the website is phishing or legitimate. The system has low false negatives and high false positives 

but the accurate values not mention in [6].  

    The system proposed by Weiwei Zhuang, et al uses only 10 features to determine phishing and legitimate 

websites. The system aims to use ensemble learning technique to train and test the data. Only 10 features have been 

extracted to predict the result [7]. Accuracy of system mentioned in [7] is not given.  Ankit Kumar Jain, et al, does 
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the comparative analysis of existing different methodologies which focuses on to determine and check whether the 

website is phishing or legitimate. The paper concludes that every methodologies give different accuracy based on 

the number of features [8]. 

    Tianrui Peng, et al, talks about detecting phishing mails not websites but the method which is used is related to 

NLP and semantic analysis. This system uses NLP to check URL and statements and then semantic analysis has 

been done of the text to detect phishing. The experiment took place with different confidence cutoffs to get better 

accuracy and low false positive rate and so if the confidence score is greater than or equal to 0.9  then the mail is 

malicious or phishing [9]. The system proposed by Amani Alswailem, et al, focuses on detecting phishing website 

using machine learning. The method uses supervised learning technique viz. Random forest technique. Dataset has 

been gathered from phishtank and by daily use from 10 chosen users. Dataset comprises of 6116 rows and 36 

features.  They have worked with only 26 features out of 36 features and got the accuracy of 98.8% [10].  

    Doowon Kim, et al, proposed an approach which is two-phased and score-based approach to detect phishing 

website and to predict it [11]. They first observed the URL of the website and then check whether domain name is in 

black list or in white list and then create an unique signature if the website to determine whether the website is 

phishing or legitimate. The accuracy of the methodology given in [11] is not mentioned. Soon Fatt Choo, et al, 

proposed the system which detects the website using website favicon to determine whether the website is phishing 

or legitimate. They proposed a system which finds the identity of the website by using that website’s favicon and 

then performing latent semantic analysis on search result. This system uses Google search-by-image API to return 

search result pages. The accuracy of [12] is 97.2% true positive and 5.2% false positive. 

    Yasin Sonmez, et al, proposed a methodology to detect phishing website by using Extreme Learning Machine 

(ELM) to train the model [13]. They have trained the dataset on 30 features. Dataset has been taken from UCI 

library. They have compared ELM with different machine learning algorithm like Support Vector Machine (SVM) 

and Naïve Bayes (NB) and they got the highest accuracy of 95.34% in ELM modeling. But the training accuracy for 

all the three viz. ELM, SVM and NB was 100% which is not acceptable in Machine learning aspect [13]. 

    In conclusion, it can be drawn that the related work or earlier work on this domain more talks about training the 

dataset and getting better accuracy on testing dataset. Only Mohammad Mehdi Yadollahi, et al, at [5] has done 

testing on user input by performing feature extraction but that to on 15 features out of 30 features. So, the proposed 

system is different from existing systems.  

    Performance comparison of all the methodologies are summarized in Table 1. 

AUTHOR TECHNIQUE USED ACCURACY 

C. Emilin Shyni [1] Parse tree validation technique 

 

False negative rate: 7.3% 

False positive rate: 5.2% 

Shraddha Parekh [3] Random Forest algorithm. 

 

95% 

Ishant Tyagi [4] Random Forest and feature 

extraction of 15 features 

 

98.4% 

Mohammad Mehdi Yadollahi [5] Learning Classifier System named 

XCS 

 

98.37% 

Abdullah Alnajim [6] Client-Server-Proxy Model Not mentioned in [6] 

 

Weiwei Zhuang [7] Ensemble learning 

 

Nor mentioned in [7] 

Amani Alswailem [10] Random forest applied on 26 

features 

98.8% 

Soon Fatt Choo [12] Favicon extraction using Google True Positive rate: 97.2% 
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search-by-image API and 

performing latent semantic analysis 

False Positive rate: 5.2% 

Yasin Somez [13] Extreme Learning Machine (ELM), 

Support Vector Machine (SVM), 

Naïve Bayes (NB) 

 

Training accuracy: 100% 

Testing accuracy: 95.34% 

Table – 1: Summary of Related work 

 

3 PROPOSED WORK 

    The proposed methodology aims to determine whether the website is phishing or legitimate by using machine 

learning algorithms such as Logistic Regression, Support vector Machine (SVM) and Random Forest to train the 

dataset and performing feature extraction on features to test on user input. The proposed methodology aims to 

extract 26 features and to train the dataset on 30 features. The dataset has taken from UCI library. The dataset also 

contains 1 document explaining all features of the dataset and the rule for each feature to categorize the website as 

phishing or legitimate. 

    The engineering design of the system is depicted below in Figure 1. 

 

Figure 1: Engineering Design 

The Figure 1 depicts the engineering design of the proposed methodology. Firstly dataset has been taken from UCI 

library. Dataset contains around 11k rows, 30 features and 1 as a target variable. Dataset is already clean and 

preprocessed. The dataset contains 30 features which are explained below in detail: 
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A. ADDRESS BAR BASED FEATURES 

a) Using the IP Address 

If IP address is used instead of the Domain name as URL, then it can be said that the website is 

phishing because the Phisher is trying to hide website name to steal user’s data. 

 

b) Long URL to Hide the Suspicious Part 

Few websites have very long URL and Phishers do this usually to hide suspicious part in the URL 

or address bar, so in this way user don’t read the whole URL considering the length of URL. 

 

c) Using URL Shortening Services “TinyURL” 

To hide the fake website and its domain name, Phishers send their website in the form of short 

URL to users and so users open that website and thinks website is legitimate and so user give their 

Username and password. So, it can be said that URL shortening service is the way for Phishers to 

send their website address. 

 

d) URL’s having “@” Symbol 

If URLs are having “@” symbol in their address, it means user is redirected to the website whose 

address is written after “@” symbol. The address before “@” is ignored. 

 

e) Redirecting using “//” 

If the website address contains “//”, it means user will be redirected to the another website. So if 

any website contains “//” in their address name except “//” after HTTP/HTTPS is defined as 

phishing website else legitimate. 

 

f) Adding Prefix or Suffix Seperated by (-) to the Domains 

Phishers can create a fake website similar to original website and they take the same Domain name 

but they adds “-“ in the domain name and making that website as phishing. Example: 

“https://www.python.org/” is legitimate but https://www.pyth-on.org is a phishing website. 

  

g) Sub Domains and Multi Sub Domains 

Phishers can add sub domains in the domain name to look website original. So, if the website 

having many sub domains or have multi domains then it that website is considered as phishing 

website else the website is ligitmate. 

 
h) HTTPS (Hyper Text Transfer Protocol with Secure Sockets Layer) 

Nowadays, the existence of HTTPS in the website address is important because it gives the proof 

of legitimacy of that website but this is not enough to determine whether the website is phishing or 

legitimate. One should check the certificate assigned along with HTTPS and should check whether 

the certificate of the website is assigned by trusted certificate issuer or not. If not assigned by 

trusted issuer, then that website can be a phishing website. Some trusted certificate issuers are 

“GoDaddy”, “GeoTrust”, “Thawte Comodo”, etc. 

   

i) Domain Registration Length 

Mostly the phishing websites have short lives viz these websites are used by Phishers for short 

period of time. So, it is suggested to check when the domain of that website is expiring. If the 

Domain expires before or in 1 year then that website can be classified as a phishing website. 

 

j) Favicon 
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Favicon is basically an image or icon associated with a webpage. The favicons are showed by 

many browsers in the address bar. These icons of websites work as website identity. So, if these 

favicons are loaded from an external domain, then that website is classified as a phishing website. 

k) Using Non – Standard Port 

There are few ports which are mostly closed in all legitimate websites. The port service such as – 

FTP, SSH, Telnet, SMB, MSSQL, ORACLE, MySQL and Remote Desktop should always be 

closed. If these port services are open in a website, it means it is esatblihing connection with your 

computer and stealing information from your computer. So, if port numbers specified to these port 

services are open, then that website is classified as phishing website. The details about the port 

numbers, port services and the preferred status is given in Table 4. 

 

l) The Existencec of “HTTPS” token in the Domain Part of the URL 

If the domain part of the website contains “HTTPS” token, it is clearly visible that the website is a 

phishing website because the HTTPS token is always before the domain name but not in domain 

itself. Example: “http://https-www.abc.com/” is a phishing website. 

 
B. ABNORMAL BASED FEATURES 

a. Request URL 

This feature examines about external objects viz. if the images, videos and sounds are loaded from 

external links, then that website is classified as phishing websie. In legitimate website, the images, 

videos and sounds are embedded within the webpage and they are sharing the same domain. 

 

b. URL of Anchor 

This features count up on anchor tag <a> of HTML. IF this tag is loading so many external links 

in the website, then the website is classified as a phishing website. These websites give user a 

sense of suspicion because the website is not having its on link but having more external links. 

 

c. Links in <Meta>, <Script> and <Link> tags 

It is known that <Meta> tag gives information about metadata of HTML, <link> tag is used to 

retrieve other web resources and <script> tag creates a client side script. In legitimate websites, 

these tags are linked to the same domain of the webpage. 

 

d. Server Form Handler (SFH) 

If a website containing form in it but when user fill their detail in that form and after submitting 

the form website redirects nowhere and address bar has “about:blank”, then for sure that website is 

a phishing website. Phisher gets the detail of the user, when user submits the form. 

 

e. Submitting Information to Email 

Say a website is asking for details to the user and user enter their details but those details are 

mailed to specific email – id, then the website can be classified as a phishing website. In this case, 

website source code will have a “mailto” function to mail those details to a specific email – id.  

 

f. Abnormal URL 

This feature can be explained by an example. Say, website’s name is “abc” and the url of the 

website is “https://www.xyz.com”. In this example one can see that host name and URL are 

different viz. host name is not included in the URL. So, if host name is not included in URL, then 

the website is classified as a phishing website. This feature can be extracted from WHOIS 

database.  

    WHOIS database is a database which is public and can be accessed by anyone. This database 

contains information about owner’s detail, name server data, contact person of all the domain 
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names. Whenever a new domain is registered, the information about the domain and the owner 

will be automatically in the WHOIS database. 

 

C. HTML AND JAVASCRIPT BASED FEATURES 

a. Website Forwarding 

This feature has very fine line to determine whether a website is phishing or legitimate. If a 

website is redirected to another website so many times, then that website is a phishing website. 

 

b. Status Bar Customization 

Sometimes phishers also use JavaScript to show a URL which is fake in the status bar to users. To 

extract this feature, webpage source code must be checked. Check “onMouseOver” event in the 

webpage source code, and check if it makes any changes on the status bar. If it makes changes on 

the status bar, then the website is phishing website. 

c. Disabling ‘Right Click’ 

To avoid saving webpage source code, phishers use java script function to disable the right click 

on the website. If the right click is disabled, then the website is classified as a phishing website. 

 

d. Using Pop window 

Nowadays, legitimate websites don’t have pop – up in their websites and if legitimate website is 

having a pop-up, then the pop-ups of these websites don’t have text field or a form to submit to 

ask user’s personal information. So, if a website having pop-up and that pop-up asking user’s 

personal information then that website is classified as a phishing website. 

  

e. IFrame Redirection 

HTMl is having a <iframe> tag which is used to display one or more webpages in a single 

window. Phishers can remove frame border to show that website loading a single webpage. So, the 

website is classified as a phishing website if the website is haveing <iframe> tag in webpage 

source code. 

 
D. DOMAIN BASED FEATURES 

a. Age of Domain 

Mostly the phishing website doesn’t live longer than few months. So, this feature can checked 

from WHOIS database.  

 

b. DNS Record 

If there are no records of website or its hostname in WHOIS database, then the website is a 

phishing website. 

 

c. Website Traffic 

This feature is based on popularity of that website among the users. If many users are opening that 

website, it means that website traffic is high and the website is legitimate and if website traffic is 

low, then the website is a phishing website. 

 

d. Page Rank 

Page rank of any website tells about the importance of the website on internet. Page rank of any 

website is in between “0” to ‘1”. If any website is having low page rank, then the website is 

classified as a phishing website because that website is not having importance on internet. 

 

e. Google Index 
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Google is a trusted organization. If any website is indexed by Google on their search engine, then 

that website is classified as legitimate website otherwise that website is a phishing website. 

 

f. Number of Links Pointing to Page 

This feature also determines the legitimacy of the website. If a website is pointed by no other 

website it means no other website is giving a reference of that website. So, in this case the website 

the website will be classified as a phishing website. 

 

g. Statistical – Reports Based Features 

There are few organizations such as phishTank and stopBadware which generates statistical 

reports on phishing website containing URL of the website. So, by using web scraping it can be 

found out whether the website is in those statistical reports or not. 

    Rules for feature extraction and techniques used to extract features are given in Table 3. After taking the dataset 

and doing research on dataset, it will be trained on various Machine Learning algorithms like Logistic Regression, 

Support Vector Machine (SVM) and Random Forest. The accuracy of the trained dataset on 3 different machine 

learning algorithms will be then compared and the algorithm giving highest accuracy will considered for testing and 

predicting the result to determine whether the website is phishing or legitimate.  

    The proposed methodology aims to determine whether the website is phishing or legitimate on user input viz. user 

will enter the website URL and prediction will be done on that URL and then user will get the result that whether 

website is phishing or legitimate. So, for this purpose proposed methodology aims to extract 26 features from user 

input URL to form testing dataset so that testing can be done with the help of machine learning algorithm. 

    After performing feature extraction on the user input URL, testing dataset will be generated and then this testing 

data will be sent to machine learning algorithm to predict whether the user input URL is a phish or legitimate and 

this is the final result.  

 

4 IMPLEMENTATION 

    Before starting the implementation, the dataset has been taken from UCI library. Dataset contains 11k rows, 30 

features and 1 target.  All the features have been used in the working system. No feature of the dataset has been 

dropped from the dataset. No earlier work has worked with 30 features and extracted 26 features. Features of the 

dataset contain 3 values viz. 1, 0, -1. Legitimate is denoted by value -1. Suspicious is denoted by 0 and Phishing is 

denoted by 1 and the target value consists of only -1 and 1 denoting legitimate and phishing respectively. The 4 

features which were not extracted are filled as 0 in the dataset as 0 denotes, that feature is suspicious.  

    Firstly, the dataset was trained by using 3 machine learning algorithms viz. Logistic Regression, Support Vector 

Machine (SVM) and Random Forest. For Logistic Regression, the accuracy around 92.3%, for Support Vector 

Machine (SVM) accuracy came around 96.46% and for Random Forest, accuracy came around 97.27%. So, 

Random Forest gave the best result in terms of accuracy on training dataset.  

    In terms of confusion matrix on 2764 testing values, the values of True positive, true negative, false positive and 

false negative are mentioned in Table 2. 

Confusion matrix Logistic Regression SVM Random Forest 

True Positive 1120 1185 1181 

True Negative 1431 1489 1496 

False Positive 129 64 68 

False Negative 84 26 19 

Table – 2: Confusion Matrix 
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    In both the aspects viz. accuracy and confusion matrix, random forest is best algorithm. So, Random Forest was 

taken for predicting on user input URL by creating its pickle file. 

    After training the dataset, the work is to perform feature extraction on 26 features to allow system to predict on 

user input URL. So, Feature Extraction process was performed on the dataset. Along with the dataset on UCI 

library, it also contains 1 document explaining all features of the dataset and the rule for each feature to categorize 

the website as phishing or legitimate [14]. The features of the dataset, rules for feature extraction and technique by 

which features have been extracted is mentioned in Table 3. 

 

Feature 

Category 

 

Features 

 

Rule for Feature Extraction 

Technique 

Used for 

Feature 

Extraction 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Address 

Bar 

Features 

Using the IP 

Address 
 

 

If the Domain part has an IP Address -> Phishing 

Otherwise -> Legitimate 
 

Regex using 

python 

Long URL to 

Hide the 

suspicious 

part 
 

 

If URL length < 54 -> Legitimate 

Else If URL length >= 54 and <= 75 -> Suspicious 

Otherwise  -> Phishing 
 

Basic python 

Using URL 

shortening 

Services 

TinyURL 
 

 

If Tiny URL -> Phishing 

Otherwise -> Legitimate 

 
 

Regex 

URL’s 

having ‘@’ 

symbol 
 

 

If URL having ‘@’ symbol -> Phishing 
 

Otherwise -> Legitimate 

 
 

Regex 

Reditrect 

using “//” 
 

 

If the position of the last occurrence of ‘//’in the URL > 7 -> 

Phishing 
 

Otherwise -> Legitimate 
 

Regex and 

Parsing 

Adding 

Prefix/Suffix 

separated by 

“-“ to the 

Domain 
 

 

If Domain Name Part includes ‘-’ symbol -> Phishing 
 

Otherwise -> Legitimate 

 

 
 

Regex 

Sub Domains 

and Multi 

Domains 
 

 

If Dots in Domain Part = 1 -> Legitimate 
 

Else if Dots in Domain Part = 2 -> Suspicious 
 

Otherwise -> Phishing 
 

Used tldextract 

library and regex 

HTTPS 

(Hyper Text 

Transfer 

Protocol with 

Secure 

Socket Layer) 
 

 

If Website uses ‘https’ and Issuer is trusted and age of 

certificate >= 1 year -> Legitimate 
 

Else If Website Using ‘https’ and Issuer is not Trusted -> 

Suspicious  
 

Otherwise -> Phishing 
 

Used SSL, 

Socket 

Programming 

and basic python 

Domain 

Registration 

Length 

 

If Domain expires on <= 1 year -> Phishing 

Otherwise -> Legitimate 

 
 

Used whois 

library functions 

and basic python 
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Favicon 

 

 

If Favicon loaded from external domain -> Phishing 

Otherwise -> Legitimate 
 

Web Scrapping 

Using Non – 

standard ports 

 

If Port no. is of the preferred status -> Legitimate 
 

Otherwise -> Phishing 

         Port number and status of ports is given in Table 3. 
 

Applied socket 

Programming 

and basic python 

The existence 

of “HTTPS” 

token in the 

domain part 

of the URL 
 

 

If Website using ‘http’ token in domain part of the URL -> 

Phishing 
 

Otherwise -> Legitimate 
 

Used tldextract 

library functions 

and Regex. 
 

 

 

 

 

 

 

 

 

 

Abnorm

al Based 

Features 

Request URL 
 

 

If  % of Request URL < 22% -> Legitimate 
 

Else if % of URL >= 22% and <= 61% -> Suspicious 
 

Otherwise -> Phishing 
 

Web Scrapping 

URL of 

Anchor tags 

 

If  % of URL of Anchor < 31 % -> Legitimate 
 

Else If % of URL of Anchor >= 31% and <= 67% -> 

Suspicious 
 

Otherwise -> Phishing 
 

Web Scrapping 

Links in 

<meta>, 

<script> and 

<link> tags 
 

 

If % of Links in ‘<meta>’, ‘<script>’ and ‘<link>’ < 17% -> 

Legitimate 
 

Else If % of Links in ‘<meta>’, ‘<script>’ and ‘<link>’ >=17% 

and <=81% -> Suspicious 
 

Otherwise -> Phishing 
 

Web Scrapping 

Server Form 

Handler 

(SFH) 

 

 
 

If SFH is “about: blank” or is Empty -> Phishing 
 

Else If SFH refers to a different domain -> Suspicious 
 

Otherwise -> Legitimate  
 

Web Scrapping 

Submitting 

Information 

to e-mail 

 

 

If source code using ‘mail()’or ‘mailto:’ function to submit 

user information -> Phishing 
 

Otherwise -> Legitimate 
 

Web Scrapping 

Abnormal 

URL 
 

 

If the host name is not included in URL -> Phishing 
 

Otherwise -> Legitimate 
 

Socket 

programming 

 

 

 

 

 

HTML 

and Java 

Script 

based 

Features 

Website 

Forwarding 

 

If number of redirect page <= 1 -> Legitimate 
 

Else If number of redirect page >= 2 and < 4 -> Suspicious 
 

Otherwise -> Phishing 
 

Web Scrapping 

Status bar 

customization 

 

 

If ‘onMouseOver’ changes Status bar -> Phishing 
 

Else if it doesn’t change status bar -> Legitimate 
 

Not extracted 

Disabling 

right click 

 

If Right Click is disabled -> Phishing 
 

Otherwise -> Legitimate 
 

Web Scrapping 

Using Pop-up 

Window 

 

If Popup window contains text fields-> Phishing 
 

Otherwise -> Legitimate 
 

Selenium using 

python 

IFrame 
 

If website using ‘iframe’ tag -> Phishing Web Scrapping 
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Redirection Otherwise -> Legitimate 
 

 

 

 

 

 

 

 

 

 

Domain 

Based 

Features 

Age of 

Domain 

 

If Age of Domain >= 6 months -> Legitimate 
 

Otherwise -> Phishing 
 

Used whois 

library functions 

and basic python 

DNS Record 
 

If there is no DNS record for the domain -> Phishing 
 

Otherwise -> Legitimate 
 

Used whois 

library functions 

and basic python 

Website 

Traffic 

If the URL is available in “https://ahrefs.com/blog/most-

visited-websites/”  then the website -> Legitimate 
 

Otherwise -> Phishing 
 

Web Scrapping 

Page Rank 
 

If Page Rank < 0.2 -> Phishing 
 

Otherwise -> Legitimate 
 

Not extracted 

Google Index 
 

If webpage indexed by Google -> Legitimate 
 

Otherwise -> Phishing 
 

Not extracted 

Number of 

Links 

Pointing to 

Page 
 

 

If number of links pointing to webpage = 0 -> Phishing 
 

Else If no. of links pointing to webpage >0 and <= 2 -> 

Suspicious  
 

Otherwise -> Legitimate 
 

Not extracted 

 

 

 
 

 

Statistical-

Reports based 

features 

 

If host belongs to top Phishing IPs or Top Phishing Domains    

-> Phishing 

Otherwise -> Legitimate 
 

Web Scrapping 

Table 3: Rules and Techniques for Feature Extraction 

The port number details and status of ports is mentioned in Table 4. 

Port Service Meaning Preferred 

Status 

21 FTP Transfer files from one host to another Close 

22 SSH Secure File Transfer Protocol Close 

23 Telnet Provide a bidirectional interactive text-oriented 

communication 

Close 

80 HTTP Hyper text transfer protocol Open 

443 HTTPS Hyper text transfer protocol secured Open 

445 SMB Providing shared access to files, printers, serial ports Close 

1433 MSSQL Store and retrieve data as requested by other software 

applications 

Close 

1521 ORACLE Access oracle database from web. Close 

3306 MySQL Access MySQL database from web. Close 

3389 Remote Desktop Allow remote access and remote collaboration Close 

Table 4: Port Details 

    In Table 4, details about port number, port services and their preferred status can be seen. Except HTTP and 

HTTPS ports, other mentioned ports should always be closed in a legitimate website. If these ports are open, it 

means that website is a phishing website. This can be explained by an example. Say, there is a website, whose FTP 

and SSH port is open and so that website can establish connection with user’s computer and can transfer all the files 

to the phisher’s system without asking about user’s permission. So, the features except HTTP and HTTPS should 

always be closed in a legitimate website. HTTP and HTTPS ports should be open for handshake. Twenty - six 
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features out of Thirty Features were able to extract. Four features were not able to extract because of some 

practicality and technicality constraints. Importance of each feature is necessary to train and analyze the dataset. It 

gives the value of each feature of the dataset. Feature importance tells which feature to keep and which features to 

drop from the dataset. If the importance value is low, it means that feature is contributing very less while training the 

dataset and predicting the result. Feature Importance of each feature is given in Figure 2. 

 

Figure 2: Feature Importance 

    Figure 2 clearly depicts the feature importance. Feature importance tells us that how much each feature is 

important to predict the result or in other terms, how much each feature is affecting the predicted result. So from the 

figure 2, conclusion can be drawn that importance of feature named “SSLfinal_State” is around 32%. It is very big 

value. Around one-third of the prediction is dependent on this feature. So, feature extraction process has been tested 

on many user input URLs to check whether it is giving correct or wrong answers. 

 

5 RESULT 

    After training the dataset and performing feature extraction for user input, testing or prediction on user input URL 

was performed. The system has been tried and tested on many user input URLs. The result was almost correct for 

every user input except for three or four user inputs. Figure 3 shows an example of legitimate website.  
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Figure 3: Example of a Legitimate Website 

    In figure 3, URL “https://www.python.org” is an user input and then proposed system did feature extraction and 

created a testing dataset and then predicting on it. As predicted result is “-1”, so the result in figure 3 shows that the 

entered website is legitimate. The figure 4 shows an example of phishing website. 

 

Figure 4: Example of a Phishing Website 

    In figure 4, URL “https://www.pyth-on.org” is an user input and then proposed system did feature extraction and 

created a testing dataset and then predicting on it. As predicted result is “1”, so the result in figure 4 shows that the 

entered website is phishing website.  

 

6 CONCLUSION AND FUTURE WORK 

The proposed machine learning based model for phishing website detection with extraction of 26 features and 

testing or predicting on user input URL is accomplished with an accuracy of 97.27%. The proposed system takes 

finite time to get the desired result. As the proposed system is using web scrapping for feature extraction process, so 

internet speed also plays a role in determining computational time. Some may get result faster or some may get 

result slower depending on their computer’s computational power and internet speed. Further, Random forest gives 

the best accuracy and true positive and false negative rate as compared to logistic regression and support vector 

machine (SVM). No earlier work has extracted 26 features and predicting on user input URL. In future, extraction of 

remaining 4 features could be done, which were not able to do due to technicality and practicality constraints. 

Moreover, computational performance of proposed system can be improved by scraping the user input URL only 

once and this will lead to decrease in computational time during feature extraction.  

Acknowledgement    We would like to acknowledge and thanks UC Irvine library for providing phishing dataset 
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