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ABSTRACT 

Biometric is an advanced technique that provides excellent benefits in access privilege and authentication. This 

security technology has become an integral part of a variety of sectors, regardless of its type, governmental or 

private. The growth of proprietary data is becoming increasingly important for excellent authentication solutions 

that enhance mobile security. The security of information is necessary to protect the property of institutions that 

may fall into the hands of competitors or hackers and cyber-terrorists. This paper shows the hidden risks of 

biometric techniques and how to avoid them.  
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I. Introduction 

Biometrics is a science that studies physical and behavioral properties that can distinguish people from each 

other. The term biometric comes from two Greek words “bio” meaning life and “metric” meaning to 

measure.The application of biometric systems with their simple conditions actually comes from ancient times. 

Relevant sources have reported that people who lived thousands of years ago identified each other with 

characteristics that were easily measured, such as eye colour, skin colour, and height. The 19th century scientist 

Henry Faulds proposed a paper in a “Nature” magazine about fingerprints, it recommended the use of 

fingerprints as a definition system, including the scientific definition of criminals. Before the 21st century, there 

were time losses in the military and commercial sectors because of the lack of automatic recognition. In the 

early 21st century this problem got acceleration, computer technology included fingerprint recognition sensors 

on laptops and applied to other intelligent devices. In 1964, scientists Woodrow Bledsoe, Helen Chan, and 

Charles Bisson began working on face recognition project. This project was called the man-machine, andthe 

face images of people were compared with the technology of that era RAND tablets. The algorithm was 

designed to measure pupils, eye edges, forehead lines, and 20 parameters such as mouth width, eye width, and 

pupil distance. Today's technology has reached a stage of maturity that enables us to reveal our identity through 

fingerprints, voice, iris, or even through our brain print - quickly, simply, safely, without error, and in an 

inexpensive way. Information plays a vital role in the success of very organizations, the biometric information is 

like bits any other digital information, modern security industries and individuals looking for biometrics as an 

ideal solution. However, it can be stolen, altered even held for ransom. It is subject to all data breaches and other 

offences that may affect bank information or school records. 

• Unique: It must be different from person to person until the twin brothers.  

• Universal: It must be universal and not exist in a specific category of people.  

• Durable: It should not be affected by age and be permanent.  

• Measurable: Must be measurable with simple technical tools.  

• Easy to use: It should be easy and convenient to measure. 
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The community is not clearly understood about the risks of privacy and security in biometrics. Everyone knows 

that biological traits can be used to identify people. The technology has enabled a large number of new 

biometric identification systems that use fingerprints, iris scans, wrist veins scanning, voice recognition and 

facial recognition. However, when it comes to potential invasion of privacy, these different methods are not 

equal. All biometric systems capture biometric data, enter that data into a database, and capture new data to run 

against the database looking for a match. They all work well to identify individuals using computer analysis of 

various body parts. It is difficult to capture most biometric data, ıt usually requires permission or explicit 

knowledge to capture fingerprints, iris, vein, and other biometric data. For instance, your bowels or veins may 

not have been checked once. 

II. Selected Biometrics Technologies 

Biometric behaviour solutions offer less risk than the huge misuse of physical biometric techniques. Biometric 

behaviour techniques are currently not widely used and, therefore, will not be discussed in this document. 

Behavioral biometric information is also much more likely collected without the user's knowledge of the system, 

and thus may present more legal and Organizational issues of business. 

III. Fingerprint 

Automatic matching of fingerprints is among the oldest biometric techniques. Currently, fingerprint recognition 

is the most widely used method of biometric authentication and one of the most cost-effective methods. 

However, there are differences in how to read fingerprints, with some effective reading techniques under the 

surface of the outer skin, making them more reliable under a variety of operational scenarios (Galbally, 2020). 

We have seen fingerprint readers integrated into laptops and handheld devices, and this trend is likely to 

continue, especially in the world of smart phones and Tablet PC. Independent fingerprint readers are 

manufactured easily and may use a variety of operational techniques and connectivity options. Moreover, there 

are devices that enable multiple fingerprint collection at the same time. These are of obvious importance to law 

enforcement and border control agencies. Fingerprint reader is an electronic device that records a digital 

fingerprint image. The captured image is known as the direct scan, which is digitally processed. Distinctive 

features are extracted and a biometric fingerprint template is created. This biometric template is stored and will 

be used in the matching process later. 

IV. Facial recognition 

Facial recognition was a revolution in the biometric technology. Especially, in the last 10 years it become a 

popular topic. Since 2001 September 11, there has been a strong movement to integrate the face Recognition 

techniques in national security plans. This technology can be used in monitoring activities, it has the ability to 

access large databases of images obtained during identification processing. This technology can be considered 

an easy to implement. Most of the cameras included in laptops and other portable devices are capable, with the 

right software, of capturing a passable facial image. Face recognition algorithms are varied, like PCA (Principal 

Component Analysis), ICA (Independent Component Analysis), LDA (Linear Discriminant Analysis), EP 

(Evolutionary Pursuit), EBGM (Elastic Bunch Graph Matching), Trace Transform Radon, Hidden Markov 

Model, Eigenfaces Model, Fisher Model, AAM (Active Appearance Model), Artificial Neural Networks, 3D 
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Morphable Model, 3D Face Recognition are frequently used algorithms. Recently, face recognition algorithms 

have been developed by using machine learning (Datta, et al. 2020). In 2D facial recognition techniques take 

recordings with a single camera and convert it to numerical value by using the algorithm that it uses. However, 

this may even be affected by the user's facial expressions, environmental light and the face. Some algorithms 

implement the colour and the light normalization, but this process can extend the time for verifying the identity 

of the user, also increasing false negatives and false positives. Receiving more than one reference face 

information for a user can also fill the storage area. In addition, 2-dimensional validations can be fooled easily 

with a passport photo. In 3D face recognition, optical scanners mapped the surface it scans. Because it requires 

more than one camera, it increases the cost. On the other hand, colour, light and perspective have no effect in 

3D techniques. Because it performs multiple 2-dimensional analysis, it provides a more accurate authentication 

than a single two-dimensional image. 

V. Risk Factors Associated with Biometric Identification 

Most of the biometrics systems store the user’s data without any encryption or hashing in order to be able to 

access them quickly. Furthermore, those systems can be rendered ineffective due to problems caused by it, or by 

intentional attacks, such as a product with a high FAR due to the poor quality of the parts used can verify the 

wrong person or a manipulation to the sensor or database, can add a person who should not be verified (Joshi, et 

al. 2020). At the same time, a data of a user previously registered to the system may be copied and presented to 

the system in different ways. Like using the passport-size photograph of the person in 2-dimensional face 

recognition. Due to problems with the Face ID technology of new iPhone devices, there have been instances 

where the phone can be opened by children or twins (Adetunji, et al. 2018). Where physical access to the device 

is possible, malicious users may modify the sensor to authenticate it. In the channels that provide 

communication between the system components, it can be performed covertly, the data can be manipulated by 

Man-in the-middle attacks, brute-force attacks can be performed, the captured data can be authenticated using 

again and also artificial data can be generated for matching. 

In the case of access to the database, the confidentiality and integrity of the data in particular are compromised. 

Reading unencrypted data can also mean access to personal data. Similarly, the attacker can read the data, 

access the templates, add his own information, or change data for someone else. By altering the link between 

identity and biometric, it can lead to an inability to authenticate. If access to decision and matching mechanisms 

is available, the degree of matching of the entered value can be changed, the previously entered value can be 

entered again or match resultscan be tested and brute attack attacks can be carried out. In addition, biometric 

identification systems with automatic and unattended registration are always open and misleading identity 

(Mahinderjit Singh, et al. 2020). Any incorrect information to be entered at the time of registration may result in 

misuse or may be matched with an accurate biometric, false identification. Despite these attacks, the first 

important security measure is to ensure the physical security of the system. At the same time, the information in 

the database must be stored or encrypted. In order to solve the problems in the channels, it should be preferred 

that the inter-component traffic flows. Unfortunately, all these features will interfere with the performance of the 

device (or system) (Henderson, 2019). Each encryption processing can extend the time during authentication, 

even at machine speed. However, such measures should be taken where security and identity certainty are 
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necessary. In addition, it is recommended that biometric verification should be used as a secondary method 

rather than alone, because of such problems in biometric authentication. 

VI. Risk Assessment and Reduction Methods 

In any technological intelligent systems, the risk assessment is extremely important in order to solve problems. 

The purpose of the risk assessment is to minimize the potential risks by calculating the probability and severity. 

In biometric systems, threat sources are adversarial (hackers) and non-adversarial (human errors, structural 

failures, or natural disasters).The risk of the given process should be known correctly to make a reliable decision 

(Abomhara, et al. 2019, August). In Pokorádi article, a study on fuzzy logic based risk assessment is presented 

which can be used in the modern complex engineering system. In the article, the author classified the risk 

possibilities into two categories according to their severity (catastrophic, critical, moderate, and negligible) and 

probability (frequent, likely, occasional, seldom, unlikely). 

Many methods can be followed to ensure using biometrics effectively and minimize the risk of using it. The first 

method, encrypt templates stored in databases and protect them from attackers. Therefore, digital scales can be 

used as a key to encrypt data until they are used. The security and authentication can be performed using the 

watermark method, which adds some additional information to the security object (Abomhara, et al. 2021). This 

extra bits addition provides security to the source object. On the other hand, the source object also causes some 

distortion. The watermarking method includes more information to the database (data source, data destination 

etc.) within the data itself (image, sound etc.) this inclusion may be apparent or invisible. The purpose of using 

the watermark in biometrics is to confirm the data source plus detection of any change may occur. The 

combination of several models, several sensors and multiple biotechnologies such as fingerprints and iris can 

significantly reduce risks. In addition, the use of more than one biometric image sample will minimize the 

validation process by doing more calculations. 

VII. Conclusions 

In this paper, the authors present a brief overview of the hidden risks of biometric techniques, some risk 

reduction methods and two of the most popular biometric technology fingerprint and face recognition 

technologies are discussed (Vegendla, &Sindre, 2019). Biometric systems face many security challenges such as 

system security itself, integrity, and reliability. There is a need for an information security research that 

addresses the specific problems of biometric systems, such as prevention of attacks based on the provision of 

false biometrics, reuse of previously captured biometric samples and the development of technologies. 
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