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Abstract 
In the last two decades, the continuous increase of computational power has produced an overwhelming flow of data. Moreover, the 
recent advances in Web technology has made it easy for any user to provide and consume content of any form. This has called for a 
paradigm shift in the computing architecture and large scale data processing mechanisms. Cloud computing is associated with a new 
paradigm for the provision of computing infrastructure. This paradigm shifts the location of this infrastructure to the network to 
reduce the costs associated with the management of hardware and software resources. This paper gives a comprehensive survey of 
numerous approaches and mechanisms of deploying data-intensive applications in the cloud which are gaining a lot of momentum in 
both research and industrial communities. We analyze the various design decisions of each approach and its suitability to support 
certain classes of applications and end-users. A discussion of some open issues and future challenges pertaining to scalability, 
consistency, economical processing of large scale data on the cloud is provided. We highlight the characteristics of the best candidate 
classes of applications that can be deployed in the cloud. Index Terms-Cloud Compu. 
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INTRODUCTION 
A cloud provider can be a person, an organization, or an entity 
responsible for making a service available to cloud consumers. 
A cloud provider builds the requested software/platform/ 
infrastructure services, manages the technical infrastructure 
required for providing the services, provisions the services at 
agreed-upon service levels, and protects the security and 
privacy of the services. As illustrated in Table 2, cloud providers 
undertake different tasks for the provisioning of the various 
service models. For Cloud Software as a Service, the cloud 
provider deploys, configures, maintains, and updates the 
operation of the software applications on a cloud infrastructure 
so that the services are provisioned at the expected service 
levels to cloud consumers.  
 
MATERIALS AND METHODS 
The provider of SaaS assumes most of the responsibilities in 
managing and controlling the applications and the 
infrastructure, while the cloud consumers have limited 
administrative control of the applications. For Cloud Platform 
as a Service, the cloud provider manages the cloud 

infrastructure for the platform, and provisions tools and 
execution resources for the platform consumers to develop, 
test, deploy, and administer applications. Consumers have 
control over the applications and NIST Cloud Computing 
Standards Roadmap NIST SP500‐291‐v1.0 20 possibly the 
hosting environment settings, but cannot access the 
infrastructure underlying the platform including network, 
servers, operating systems, or storage. For Cloud Infrastructure 
as a Service, the cloud provider provisions the physical 
processing, storage, networking, and other fundamental 
computing resources, as well as manages the hosting 
environment and cloud infrastructure for IaaS consumers. 
Cloud consumers deploy and run applications, have more 
control over the hosting environment and operating systems, 
but do not manage or control the underlying cloud 
infrastructure (e.g., the physical servers, network, storage, 
hypervisors, etc.). The activities of cloud providers can be 
discussed in greater detail from the perspectives of Service 
Deployment, Service Orchestration, Cloud Service Management, 
Security and Privacy 

 
 
Service Orchestration Service orchestration refers to the 
arrangement, coordination, and management of cloud 
infrastructure to provide different cloud services to meet IT and 

business requirements. Figure 4 shows the general 
requirements and processes for cloud providers to build each 
of the three service models. 
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A three-layered framework is identified for a generalized cloud 
environment in Figure 4. The top layer is the service layer, 
where a cloud provider defines and provisions each of the three 
service models. This is where cloud consumers consume cloud 
services through the respective cloud interfaces. The middle 
layer is the resource abstraction and control layer. This layer 
contains the system components that a cloud provider uses to 
provide and manage access to the physical computing resources 
through software abstraction. The layer typically includes 
software elements such as hypervisors, virtual machines, 
virtual data storage, and other resource abstraction and 
management components needed to ensure efficient, secure, 
and reliable usage.  
 
RESULT AND DISCUSSION 
While virtual machine technology is commonly used at this 
layer, other means of providing the necessary software 
abstractions are not precluded. This layer provides “cloud 
readiness” with the five characteristics defined in the NIST 
definition of cloud computing. The lowest layer in the 
framework is the physical resource layer, which includes all the 
physical computing resources. This layer includes hardware 
resources, such as computers (CPU and memory), networks 

(routers, firewalls, switches, network links, and interfaces), 
storage components (hard disks), and other physical computing 
infrastructure elements. It also includes facilities resources, 
such as heating, ventilation, and air conditioning (HVAC), 
power, communications, and other aspects of the physical plant. 
Note that in this framework, the horizontal positioning of layers 
implies a stack in which the upper layer has a dependency on 
the lower layer. The resource abstraction and control layer 
build virtual cloud resources on top of the underlying physical 
resource layer and support the service layer where cloud 
services interfaces are exposed. The three service models can 
be built either on top of one another (i.e., SaaS built upon PaaS 
and PaaS built upon IaaS) or directly upon the underlying cloud 
infrastructure. For example, a SaaS application can be 
implemented and hosted on virtual machines from IaaS or 
directly on top of cloud resources without using IaaS. Cloud 
Service Management. Cloud Service Management includes all of 
the service-related functions that are necessary for the 
management and operation of those services required by or 
proposed to cloud consumers. As illustrated in Figure 5, cloud 
service management can be described from the perspective of 
business support, provisioning and configuration, and from the 
perspective of portability and interoperability requirements. 

 

 
 
A cloud auditor is a party that can conduct independent 
assessment of cloud services, information system operations, 
performance, and security of a cloud implementation. A cloud 
auditor can evaluate the services provided by a cloud provider 
in terms of security controls, privacy impact, performance, etc. 
Auditing is especially important for federal agencies as 
“agencies should include a contractual clause enabling third 
parties to assess security controls of cloud providers” (by Vivek 
Kundra, Federal Cloud Computing Strategy, February 2011.). 
Security controls are the management, operational, and 
technical safeguards or countermeasures employed within an 
organizational information system to protect the 
confidentiality, integrity, and availability of the system and its 
information. For security auditing, a cloud auditor can make an 
assessment of the security controls in the information system 
to determine the extent to which the controls are implemented 
correctly, operating as intended, and producing the desired 

outcome with respect to the security requirements for the 
system.  
 
CONCLUSION 
The security auditing should also include the verification of the 
compliance with regulation and security policy. Federal 
agencies should be aware of the privacy concerns associated 
with the cloud computing environment where data are stored 
on a server that is not owned or controlled by the federal 
government. Privacy impact auditing can be conducted to 
measure how well the cloud system conforms to a set of 
established privacy criteria. A privacy impact audit can help 
federal agencies comply with applicable privacy laws and 
regulations governing an individual’s privacy, and to ensure 
confidentiality, integrity, and availability of an individual’s 
personal information at every stage of development and 
operation. 
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