
  JOURNAL OF CRITICAL REVIEWS 

                                                                                               
                                                                               ISSN- 2394-5125      VOL 7, ISSUE 04, 2020 

 

2110 
 

 

A STUDY OF FREEZE-FRAME FILE SYSTEM WITH 

TAMPER-RESISTANT FRAMEWORK 
Subodh Thota 

1
, Eshwar Chandra Vidhyasagar Thedla 

2
 

 

1
Email: subodh.thota1997@gmail.com 

Linked in: https://www.linkedin.com/in/subodh-thota-5a2987114 @gmail.com 
2
 Email: thedla.ecvs@gmail.com 

Linked in: https://in.linkedin.com/in/eshwarchandravidhyasagar 
 

Abstract: In recent days, different applications process data sources in due course, arguing that existing solutions do not 

fulfill the criteria and introduce our newly developed Cornell University Freeze-Frame File System (FFFS). The tool is swift 

and secure: we store all background improvements to a memory mapping disk, recently download cache data for repeat 

readings, and we use a robust mix of real-time and logical clock for managing read querying that are both briefly accurate and 

causal. When RDMA is accessible, the writing and reading bandwidth of a single client is approximate to 2.6GB / s in 

writing, and 5GB / s in reading, similar as the RDMA equipment limit (about 6GB /s). Data security will be a big issue for the 

Hadoop private data storage. A plethora of modules are still secure and chosen to resolve ambiguities for high productivity of 

FFFS by data duplication and reproduction of fault tolerances and redundancy methods. This assumption may be unfounded 

with risks and intrusions. An attacker can harm many copies of a service that trigger a mistaken sense of security. The 

kernel-based approaches have proved effective, but they only fail if code improvements are necessary. In this paper, we 

suggest a robust user space set of process management techniques that can monitor user space daemons objectively having no 

major impact on performance. A device that attempts to execute such a task should be tamper-resistant. 
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I. INTRODUCTION 

In recent days, FFS introduces a different temporary storage framework, which displays each file system upgrade separately 

and records the upgrade period. Whenever a transient reading happens, FFFS retrieves the same data used by the file at the 

moment. Such data structures are very efficient: Even in typical non-temporal applications, FFFS outperforms HDFS. In our 

paper we have detailed relevant information: The Freeze Frame File Structure. Initially designed FFFS for the usage of the 

smart energy system, where engineers build artificial intelligence applications to maximize the control of energy and 

minimize polluted power production. The data collectors gather information from IoT tools, including power line monitoring 

units (so-called PMU and micro-PMU sensors), smart grids, solar panels, and so forth. In this environment, data collectors 

document data.  

It conveys the data into an analytical cloud environment, mostly with an optimization system, which then rotates and 

customizes operational modes to match power production and demand. FFFS changes grid network models and other 

security configurations to represent a shifting environment, providing an index of previous states. FFFS may help all standard 

file-based computational programmes such that current analytical technology operates as expected until it collects data. In 

addition, FFFS allows temporary access to a file from a single programme at over one stage. Strictly, one might conveniently 

compose programmes in the time dimension that directly search for info! It is like the same file might be accessed repeatedly, 

with each file descriptor linking to another iteration of time from another point. Central networks generate so much 

congestion (i.e. a bottleneck is one phase in the production chain, which limits the efficiency of the entire chain through its 

reduced size) when concurrently production several data. The MapReduce algorithm solves this problem. MapReduce splits 

a mission into tiny bits and functions. The system classifies the production of maps as a reference to the reduction of 

activities. The file system keeps the MapReduce function of input and output. The MapReduce system tracks, plans and 

re-executes the missed activities. It is the same as in HDFS as a master-slave design. MapReduce has two forms of nodes, 

Task tracker and Work tracker. Task-tracker is the main node function and task-tracker is done by the slave node function. 

The task tracker segments the entire system into a variety of activities and transfers it to the employees. The worker measures 

each system independently and passes the output to a code cluster. The final dataset is the array of full findings collected in 

one location. 

Empirical case studies and familiarity of large projects in information development [1-4]. The high quality of such 

facilities is important in order for any company that depends on these tools to operate smoothly. Such facilities can crash 

because of software failure or intruders attacks. Faults may lead in the device „unexpected failure. It also correlates intrusions 

with errors and positive attempts, such as crashes, leaving the network in an unstable or unusable condition. 

In this paper we address the benefits and drawbacks of the development of such detection systems at different stages of the 

network and related practices. We suggest a system utilizing basic principles in dynamical systems and explain that it can 

easily predict service faults and often render it challenging for an attacker to circumvent it. 
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II. BACKGROUND WORKS 

Snapshot capabilities are popular among current file systems, but few require vast quantities of real-time state capture. HDFS 

according to [5] restricts file snapshots, allows pre-planned snapshots and generates them, adding inaccuracy, when a request 

for snapshot hits the HDFS server. Ceph pauses I/O when taking a screenshot because making snapshots is expensive. 

 
 

Figure 1: Reconstructed wave 

 

In [6], the authors explains WAFL (Write Anywhere File Layout), a file system primarily built for operating with an NFS 

computer. The key emphasis is on the data structures and algorithms that are read-only copies of the working file system that 

are used by WAFL to enforce SnapshotsTM. WAFL uses a copy-on-write system to reduce Snapshots‟ storage space. It also 

explains how WAFL uses snapshots to remove the need for accuracy control of the file system during an unclean shutdown. 

In [7], the authors describes a collaborative programming system under built by Carnegie Mellon University and IBM in a 

joint effort. One of Andrew‟s core elements is a distributed data network. The purpose of the Andrew File System is to 

promote development of up to seven thousand workstations (one for each undergraduate, faculty member and staff at 

Carnegie Mellon) while offering a collaborative file system for consumers, computer programs and system managers. This 

summary explains the environment, architecture and functionality of the file system and discusses how everything “feels” for 

end users and application managers. 

In [8], the authors file framework, based on the common ext3 file system, includes the open source file versioning and 

snapshot application to satisfy new electronic document management law versioning and auditability criteria. Ext3cow offers 

a time-changing GUI that allows the past to display data in proper time and constantly. Time shifts do not contaminate the 

name space of the file system, or allow the mounting of snapshots as a different file system. In comparison, ext3cow is 

introduced fully inside the space of the file system, and no kernel interfaces are updated or it alters the workings of certain file 

systems. Ext3cow uses the precisely managed on-disk and in-memory files, which are accessible only to a file system, which 

decreases efficiency and flexibility to limited amounts. This observation is verified by laboratory results; ext3cow works on 

several tests and traces guided studies from comparably to ext3. 

In [9], the authors also implemented Linux as the standard file system in several common Linux models. They focus it on 

copy-on-write such that successful snapshots and derivatives are possible. It uses B-trees as its main data structure on the 

disk. The architecture purpose is to perform well in multiple situations and workloads. They made a great deal of effort to 

keep overall efficiency as the file system aged, rather than endorse a very limited test scenario. Smartphones and client 

servers have Linux filesystems enabled. It illuminates the challenges posed in the presence of snapshots by defragmentation 

and the sacrifices that are needed to hold efficiency even in the presence of a broad range of workloads. 

In [10], the authors showed how well the Hadoop framework was developed without a protection model, and that protection 

is Hadoop‟s most developmental vulnerability. Data confidentiality would be a significant problem with the handling of 

confidential data in the Hadoop. With the rise in adoption of Hadoop, the movement to include more and more security 

features in businesses is also growing. In addition, it expanded calls for data protection to sensitive data and to avoid a breach 

of privacy laws. Over the last few years they have attempted to protect Hadoop „protection, including Kerberos and Hadoop‟s 

Transparent Data Encryption (TDE). They have made efforts in this paper to explain the internal protection of the distributed 

Hadoop file system. 
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III. MATERIALS AND METHODS 

The Freeze Frame makes a significant improvement in accuracy and precision regarding HDFS, as shown in the images seen 

below which show a representative example. We modeled the wave propagation in water and split the data in 20x20 “map 

streams,” 100 frames per second, like short-term movies. Afterwards we interpreted the data at 5ms (20fps) and glued the 

frames to make a video together. Mostly on left, the data has been imported into HDFS and it has created the snap snapshots 

with its HDFS snapshot functionality. In the center and right, we see the FFFS in action: it knows the period and provides 

precise performance is shown in the Figure 2. 

 
Figure 2: MapReduce framework 

The data moves during the next phases 

Splits of data: a data for a periodic function is broken into fixed parts named Break Splits of input is a portion of a single map 

input 

Mapping: it was the first step of map reduction implementation. In this step, it passes data through a mapping method to get 

output values in each section. In our case, a function in the mapping phases is to count several occurrences from the input 

divisions of each term (more information on input divisions is provided below) and draw up a list as < word, frequency >. 

Shuffling: this step includes the mapping process production. It is its duty to compile the related mapping performance 

information. In our case, it combines the same terms and their corresponding frequency. 

Reduction: it aggregates In this step performance values from the Shuffling process. This process blends shuffling values 

and returns one output value. In short, it condenses the entire dataset in this step. This step aggregates the shuffling phase 

values in our case, i.e. calculates the cumulative occurrences of any term. Hadoop breaks the job between jobs. Two forms of 

activities exist: 

Splits & Mapping map tasks 

Reduce tasks (reduce, shuffle) 

As stated earlier the entire cycle of execution (map execution and reducing activities, both) is managed by two kinds of 

entities named a  

Job tracker: behave like a boss (in charge of finishing the work submitted) 

Multiple work trackers: work as slaves, each doing the job 

With each work submitted on the network, there is one Job tracker on end, and there are many detailed role trackers. 

1) It split a work into several activities that are then carried out in a cluster on different data nodes. 

2) The mission planner organizes the operation by preparing activities to perform on various data nodes. 

3) it performs each work with the task tracker, which sits on each data node performing part of the job. 

4) The duty of the work tracker is to submit the progress update to the role tracker. 

5) However, the work tracker sends a „heartbeat‟ signal regularly to the Job tracker to inform him of the latest device 

status. 

6) The task tracker also maintains track of each worker „ cumulative success. If the work tracker crashes, they can 

transfer it to another role tracker. 

Framework Overhead 

Each process control implemented in the system fulfills some basic roles, such as tracking and communicating with certain 

organizations. Its processes also require some overhead. They attribute this total overhead to two modules: the overhead for 

an independent method and the overhead for transactions with certain organizations or systems. The scalability of a device is 

calculated by the overheads produced by its components as the number increases. It will also take this aspect into 

consideration for success review. 

Overhead when a process runs in isolation 

As it starts a procedure, memory and CPU utilization become overhead. They describe it as δ (Fig. 3(a)). Because the method 

usually operates in a phase loop, the overhead per cycle is more or less constant. 
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Overhead when a process monitors another process: 

When a process controls another process, information processing contributes to an overhead. Let θ [fig. 3(b)] be the function 

which describes it. The overhead depends on the amount of processes through which it communicates. 

 
Figure 3. (a) Overhead δ due to isolated execution (b) Overhead θ of monitoring another process (c) Degree of 

incidence d for a process 

Mutual Trust: 

Problems that involve communication protocols are challenging to solve, as any person or method may emit false data and 

“skip” information. We therefore accept models that need to be shared between processes or where there is no reciprocal 

interest in processes. Each method tracks a subset of its neighbours and therefore does not interact explicitly with them. 

Proper control and knowledge processing takes place indirectly by processes offered by the operating system. 

The above mathematical machinery allows the frame construction issue to be turned into a graph topology issue. The 

transition continues: 

1. Eack process is transformed into a node. It correlates the overhead with associated node because of independent execution. 

2. If a process Ei watches another process Ej, the edge from node i is guided to node j. This edge remains before it removes the 

control mechanism. It correlates the overhead control with this side. 

3. The occurrence frequency is the number of entry edges of a node. Notice there are some laws that can shape edges. A 

machine edge to itself (see Fig. 4(a)) becomes pointless as the method bypasses this edge too. Multiple redundant edges 

between processes (see Figure 4(b)) are often unnecessary, as the total control capacity is just enhanced overhead. 

 
Figure 4. Undesirable edge formations (a) self-loop (b) redundant edges between the pair of processes 

The intention is to reduce the overall and per-stage probability of subversion while retaining a low overhead. As there is no 

machine trusting the other and no direct contact, there is no inter-process contact and no communication. 

 

IV. RESULTS AND DISCUSSION 

This is one of many efficiency tests; it states several more of these in our article. Our RDMA layer has passed data on pages 

of 4 KB and then used to batch up to 16 pages per RDMA read / write.  

 

 
 Figure 5: Single Client (DataNode) Throughput 
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Figure 6: Multiple DataNodes (Aggregate) Throughput 

 

Figure 5 (Single Client) shows that the FFFS read-and-write flow decreases as the data packet size used during writing 

increases. As our clients upgrade 4096 KB, FFFS writes at 2,6GB / s, which is approximately half the 6GB / s hardware cap 

(observed with the ib_send_bw tool). FFFS read output hits 5.0GB / s. We also migrated to 16-dataNodes with 1 NameNode 

and 16 DataNode servers. In Figure 6 (Multiple Clients), we could see that the file system performance is growing 

proportionately to the amount of DataNodes. 

 

Attack Scenarios: Current kqueue interface constraints allow us to check the frame against crash attacks. An intruder may 

trigger a variety of monitoring processes to crash. This is done by adding the procedure controller such that no signals are 

treated so they can be silenced by the kill function. Every method of control records the escape (2) device call handler. An 

attacker is effective if all the monitors fail until they can raise a signal. As a mechanism encounters an incident, it only prints 

a note on the computer, which is interpreted as an interference signal. It checks this rig with light and heavy loads. There are 

many such openings in our case, and they must all be projected and used. This renders the entire process very complicated for 

an attacker. 

Figure 7 displays the amount of intrusion signals to support the occurrence degree of high device load setup. It has raised the 

load from 0 to 20 cycles per minute. The features of the graph under lighting device load are, if not the same. 

In the worst situation, i.e. the frequency of 1, an incidence continuously occurred irrespective of the amount of processes. 

Empirical findings show that it relates the amount of intrusion signs to the frequency than the amount of configuration 

operations. 

 
Figure 7. A plot of number of responses (r) against the degree of incidence (d) for various values of number of 

processes (n) under heavy system load 

 

In the same degree, the number of answers stays the same as the number of procedures rises. However, the number of 

reactions decreases as the frequency rises. 

 

V. CONCLUSION 
In this article, it reveals that FFFS will accept streams of notifications from real-time data sources whereas promoting 

concurrent read-only access to context data on platforms such as Spark (the Hadoop in-memory). The FFFS read-API 
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provides access to vast numbers of reliable and lightweight snapshots with a granularity of tens of milliseconds that enable 

for a modern form of time-analysis that can access the data on time, even though computation is scattered across several 

speed nodes. Our method provides a strong degree of causal continuity and period accuracy. Through formulating the issue 

differently, we may plan a kernel-based security alternative method. This system offers strong theoretical resilience to 

attackers. Initial tests prove that this architecture is not only stable in terms of tamper resistance but it also has low overheads 

which makes it highly scalable. 
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