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ABSTRACT: Protection of digital data is the utmost requirement of the day. Everything in the world is being
upgraded to electronic communication and this requires protection against data fraud. Data is nowadays not only
text but also image, audio video individually and sometimes together as multimedia files. Encryption algorithms
protect data against attacks and hackers. This paper proposes a new chaos based Optimization algorithm for
enhanced image security, analyses several recent developments in encryption and decryption algorithms and
summarizes different approaches, their benefits and limitations.
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I.

INTRODUCTION

Digital Image Processing is the most important and prominent domain of the word today. Web database is
amalgamating itself with user data in the form of text and image. Secured storage and transmission of images
over network is demanding improvisation of security techniques and development of new algorithms. Secured
data transmission is the goal of cryptography. Cryptography provides privacy of information under hostile
conditions. Many techniques have been adopted by the science of cryptography to overcome attacks. This paper
describes one of the most important and efficient implementation of cryptography. Chaos theory has contributed
much towards strengthening of cryptography algorithms. Chaotic cryptography is the consideration in this paper.

II.

CHAOS THEORY

Chaos creates ambiguity in the image. It is capable of creating an unordered and messy structure. Chaos theory
plays a very important role in representing and creating secret theories. Chaos theory is an offspring of non
linear dynamics. Chaotic Synchronization principles were discovered b Pecora & Caroll[1]. They generate
complex signals which have its application in security domain. Chaos looks random but it is derived from a
deterministic process.
The clue that emphasizes chaos in different domains is its sensitivity to initial conditions. This sensitivity is the
seed of further applications and adoptions. Chaos has potential application in digital communication.
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Figure1:Reversible chaos
The Two Dimensional Logistic Map
The two-dimensional logistic map is used for its complicated behaviors. It generates more random like and
complex chaotic structures.
Mathematical Definition: A trajectory of the two Dimensional logistic map can be represented using equation
th
th
1, where r is the system parameter and (x i,yi) is the position at i iteration. By knowing (x0, y0, r, i) i point on
the trajectory can be determined.

Figure: A trajectory of the two-dimensional logistic map

Chaotic Behaviour: According to the values determined for the parameter r, the logistic map evolves in
different dynamics. The following equation represents chaotic behavior mathematically.
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Figure: A phase portrait of the two dimensional logistic map
th

Based on the values selected for system parameter r and initial values (x0, y0) at i iteration, the behavior of the
logistic map is predicted. The behavior of the map at different values of r is tabulated below.

Table1: Behavior of system at different values of the variable r
S.No.

R (system
parameter)

1.

R (1,1)

Behaviors of the map



Encompasses 1 attractive node and 2 saddle points.

Makes X and
system
2.

R (1.11,1.19)



2.

R 1



Y axes to become unstable in

the

exist
alterations with “oscillations, frequency locking,
cyclic chaotic behaviors, contact bifurcations with
basin boundaries, and single chaotic attractor”.

In between the “invariant close curve”, there

The NeimarkHopf bifurcation is undergone by the

attractive focus of the system

III.

3.

R (1,1.11)



The “attractive focus” of the system becomes
repellent and tends to cause “oscillations” in the
system

5.

R 1.19



Unbalanced system

CHAOTIC CRYPTOGRAPHY: LOGISTIC MAP TO IMAGE ENCRYPTION

Chaos theory is very useful and effective for cryptography. Chaotic dynamics in cryptography mainly has two
perspectives. First one uses pseudo random sequence generators to be part of key streams to mask plain images.
Second one uses plain image as the initial state and proceeds by manipulating the pixels ordering. Deterministic
and discrete chaotic behavior is imbibed in image security. Chaos applied on image data is reversible which is
the most prominent and desirable property in image security. Ergodicity, sensitivity on initial conditions, mixing
properties and system parameters are the key features which have contributed to chaotic cryptography.
Two dimensional nature of image data demands the usage of effective chaos generating technique to be adopted
for creating secure images. This requirement is fulfilled by adopting two dimensional logistic map. 2D logistic
map produce chaotic behaviors with basins and attractors. The random number patterns generated from logistic
map are more complex.
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Some desirable properties of chaotic systems that make it suitable for image encryption can be listed as
deterministic, unpredictable & non linear and random.
Deterministic: Chaotic systems are deterministic in nature. They can be represented using perfect
mathematical equations with determined and iterating values for acertain variables. 2D logistic map generators
make Chaos deterministic.
Unpredictable & Non-Linear: Chaos generated by 2D logistic map are unpredictable and non linear . They are
highly sensitive to initial parameters. A minute change in the initial values produces enormous difference in the
result.
Random: The patterns generated by the logistic sequence generator are unpredictable and are always out of
order. They seem to be very confusing. Still the randomness in the sequence has deterministic variables
embedded in them.

IV.

OBJECTIVE

The objective of the proposed work is to enhance image security by adopting two dimensional chaotic mapping
for image encryption process. The security is verified by different benchmarks like histogram analysis, key
sensitivity analysis, entropy test and correlation co-efficient analysis.
Image encryption is the process of converting image to unreadable and unrecognizable format by the application
of encryption algorithms which includes several intermediate processes like permutation, confusion, diffusion
and transposition. All these actions are executed keeping in mind that these processes should be reversible. At
the decryption end, these processes have to be capable of recreating the original image data.

Table1: Parameters of Chaotic systems and Cryptographic algorithms
Chaotic

Cryptographic

systems

algorithms

Phase space: set of real numbers

Phase space: finite set of integers

Iterations

Rounds

Parameters

Key

Sensitivity to initial / control conditions parameters

Diffusion with a small change in the Plain
Text / Key

Mixing

Diffusion

Ergodicity

Confusion

Deterministic dynamics

Deterministic pseudo-randomness

Structure complexity

Algorithm Complexity

Analytic methods

Algebraic methods

V.

METHODOLOGY

Encryption Process:

Encryption is defined as the process of converting the input plain image data into unreadable format. It basically
considers two major operations, namely, Confusion and Diffusion. To strengthen these properties encryption
uses permutation, diffusion and transposition operations. Encryption process applies encryption algorithm to the
plain image along with the key and produces unreadable cipher image as output. This process is represented in
equation1.
C =Encryption Aalgorithm(P,K)………………………………………….(1)
Where C is the cipher image, E is the encryption algorithm, K is the key and P is the plain image.
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Decryption Process: The cipher image produced at the encryption end is totally unreadable. At the decryption
end the unreadable image is converted into readable form. Decryption performs all activities of encryption
process in the reverse order and generates plain image.
P = Decryption Algorithm(C,K)………………………………………….(2)
Where P is the plain image ,C is the cipher image, D is the Decryption algorithm, K is the key
Proposed Algorithm:
The proposed algorithm follows the below mentioned steps. The effectiveness of the algorithm depends on
step3 which chooses initial parameters for the encryption process.
Flowchart

Start

Input Plain Image

Extract raw data from input

Perform Encryption Operation

Cipher Image

Extract data from Cipher Image

Perform Decryption Operation

Obtain Plain Image

Stop

Figure: Flowchart to depict encryption and decryption process
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Algorithm: Encryption
Step 1: Extract the image to be encrypted which is plain image
Step 2: Extract raw data from the plain image
Step 3: Apply optimization algorithm to choose the initial parameters and the key
Step 4: Perform Encryption operation by considering the
initial values chosen in step 3.

Step 5: Cipher Image is generated from Encryption phase.
Algorithm: Decryption
Step 1: Extract the image to be decrypted which is cipher image
Step 2: Extract raw data from the cipher image
Step 3: Apply decryption algorithm using the key
Step 4: Perform decryption operation
Step 5: Plain Image is generated from decryption phase

Analysis:
The encryption and decryption process is verified by benchmarks marked by experts for checking the quality of
the entire process. Benchmarks identified for verificatin are key sensitivity analysis, histogram analysis,
adjacent auto pixel correlation test, information entropy test and UACI & NPCR test.

VI.

BENCHMARKS FOR OPTIMIZATION TEST

A. Key Sensitivity Analysis
The efficiency of an image encryption algorithm will be calculated depending on different cipher images it
produces for the chosen key values. Any Encryption algorithm should be sensible to the key value chosen as the
parameter for the encryption algorithm. It should result in different cipher images for a minute change in the key
parameter.
B. Histogram Analysis
Quality of the cipher image is analyzed by the histogram generated by the cipher image. A good cipher image
generates random like image which generates uniformly distributed histogram. Thereby making the cipher
image far different from the input plain image.
C. Adjacent Pixel Auto-Correlation Test
Cipher image should possess low correlation among adjacent pixels. Pixel information redundancy is the
general format of the plain image. The cipher image generated from the good image encryption algorithm
should exhibit low correlation among its pixels.
D. Information Entropy Test
Randomness of an image is deduced by Information Entropy test. The scores of means and variances indicate
the randomness in the cipher image. The output of the encryption algorithm generates diverse values for
information entropy measurement.
E.UACI & NPCR Tests
The encryption algorithm should produce the cipher image with high resistance to differential attacks. Unified
average changed intensity (UACI) and The number of changing pixel rate (NPCR) values judge how resistant
the cipher image for differential attacks.
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VII.

CONCLUSION

The current research work proposes an optimized two dimensional chaotic mapping for encrypting the image
data. Image Security is analyzed using the benchmarks of the optimization algorithms. The proposed
optimization algorithm improves information entropy by using the new key generation strategy of the
proposed algorithm.
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