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Abstract-Data confidentiality and access control in the cloud may be achieved via attribute-based encryption. 

Attribute privacy is exposed when obvious characteristics are added to the ciphertext to help users locate accessible 

data in large datasets. The anonymous key-policy attribute-based encryption (AKP-ABE) is extended in this 

research to provide fine-grained data retrieval while maintaining attribute privacy to create an efficient attribute-

based access control with authorised search scheme (EACAS). Data users may build search rules based on access 

policies and generate the trapdoor using the secret key supplied by data owners in EACAS, which allows for 

retrieval of data that is relevant to them. As a result, a virtual attribute with no semantic value is used in data 

encryption and trapdoor creation to enable the cloud to do an attribute-based search on the outsourced encrypted 

data. By setting the search rules, data users are able to search for interesting data based on protected characteristics 

while data owners may accomplish fine-grained access control on outsourced data. Finally, we show that EACAS is 

more efficient in terms of compute and storage overheads than currently available methods. 
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I. INTRODUCTION 

Internet of Things (IoT) management services such as Amazon AWS IoT [1] or Google Cloud IoT Core [2] 

outsource the IoT data to cloud services. IoT devices in cloud-based management systems usually belong to distinct 

trust domains with complicated, asymmetrical trust relationships, such as the internet of things. Because of this, it is 

difficult to control access to outsourced IoT data from a single security domain. As a potential approach, attribute-

based encryption (ABE) allows safe and fine-grained access control over encrypted data in accordance with the rules 

connected to it [3]. An encryptor may establish an access policy for the ciphertext using a collection of descriptive 

characteristics in ciphertext-policy ABE (CP-ABE) [4]. Using a decryption key, an attacker can only decipher the 

plaintext if the access privileges granted by his secret key match those in the ciphertext. 

There are a number of concerns that need to be resolved before CP-ABE may be used in cloud-based IoT 

administration. To begin, the ciphertext develops in size in a manner that is proportional to the number of 

characteristics [5, 6, 7]. In IoT systems, this might be a major issue because of the many qualities required by IoT 

applications and services [8]. IoT systems can't be protected by CPABE schemes that only allow constant-size 

ciphertexts, even if they exist [9, 10, 11, 12]. 

A second advantage of CP-ABE is that it places high computing demands on a decryptor (rather than an encryptor), 

which may be battery-operated mobile devices like laptops. An untrusted cloud server may decode portion of 

ciphertexts on behalf of users, according to recent research in this area. Because of this, ciphertext volume could not 

be solved. It may be possible to combine current technologies such as outsourceable decryption [5] and constant-size 

cypher text ABE schemes for each function in order to deal with the aforementioned concerns A key blinding 

mechanism in the outsourced decryption algorithm [5] prevents it from solving the challenge. A user's private key 

may be obscured using a (secret) blinding factor, say z, such that the cloud can partially decode the data using the 

obscured key and return the plaintext obscured by z, specifically. As a result, z is all that is needed to uncover it. But 

when used with constant-size encryption text [11], this approach masks not just the plaintext but also additional 

parts that are required for decryption, but which the user does not know about. As a result, the user will never be 

able to accurately retrieve the plaintext. To accomplish both small ciphertext and outsourceable decryption 

functionality, Li et al. [16] devised a technique. Nevertheless, their technique severely restricts the ability to manage 

access, since only users whose characteristics match those in the access policy may decode a cypher text. As a last 

point, secret keys are vulnerable to being misused by unauthorised users who share their private keys. Secret keys 

may be unlawfully shared between authorised and unauthorised users in this situation. It would then be possible for 

anybody to access IoT data on the cloud. Traceable ABE was proposed as a solution to the leakage issue in previous 
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investigations. Sadly, the majority of traceable ABE schemes simply look for the original owners of the keys. That 

example, if dishonest people exchange secret keys, the shared key holders still have access to encrypted cloud data. 

Due to realistic key recovery techniques such as side channel analysis, traceability alone is not enough to prevent 

key leakage. When it comes to the shared (or leaked) key issue, key revocation is not a viable solution, since the key 

holders will still be able access and retrieve data until it is revoked. In cloud-based IoT management systems, 

establishing a secure and efficient access control mechanism that addresses the aforementioned issues is critical. 

Using our new CPABE structure, we provide an effective and secure cloud-based IoT data management system in 

this study. The suggested system has the potential to track traitors who unlawfully distribute their secret keys, as 

well as efficient storage and bandwidth management. A user-specific transformation key enables the cloud server to 

handle a considerable portion of the computational cost associated with decryption. In order to prevent unwanted 

access by a shared (or leaked) key holder, the cloud authenticates the identity of the key holder, partly decrypts the 

ciphertext using the key holder's transformation key, and finally provides the partially decrypted result. As a 

reminder, the transformation key is intimately linked to the original owner of the attribute key, who may decode the 

partly encrypted cypher text and retrieve plaintext only if he is the original owner. The plaintext can't be accessed by 

anybody else using the shared (or leaked) keys. Against summarise, the proposed system is impervious to 

forensically intractable key abuse assaults.. If the properties of the shared (or leaked) key are in line with the access 

policy associated to the encrypted IoT data, then this property holds. A shared (or leaked) key prevents users from 

accessing the IoT data. Only the original key holder can decrypt the message correctly. Our CP-ABE scheme, which 

allows for outsourced decryption and key traceability as well as constant-size ciphertext, is the foundation for this 

resiliency method. 

 

II. RELATEDWORKS 
ABE schemes with outsourceable decryption [5] and constant-size ciphertext [11] may be combined to 

address the aforementioned concerns. A key blinding mechanism in the outsourced decryption algorithm [5] 

prevents it from solving the challenge. Users may blind their own secret key by applying a (secret) blinding factor 

known as z, which allows the cloud to do partial decryption using this blinded key, and then return plaintext masked 

by z. As a result, z is all that is needed to uncover it. Constant-size ciphertext, on the other hand, is disguised not 

only by z but also by additional components that are required for decryption but unknown to the user when using 

this approach [11]. As a result, the user will never be able to accurately retrieve the plaintext. To accomplish both 

small ciphertext and outsourceable decryption functionality, Li et al. [16] devised a technique. 

Nevertheless, their technique severely restricts the ability to manage access, since only users whose 

characteristics match those in the access policy may decode ciphertexts.Data from IoT sensors can be outsourced to 

the clouds via cloud servers and stored, exchanged, and processed via centralised or decentralised servers in the 

cloud, which makes these IoT systems vulnerable to both internal and external attacks. Cloud computing has 

contributed to the success of the Internet of Things by providing abundant storage and computation resources. Some 

cryptographic algorithms have been used to safeguard IoT data from possible harmful users and adversaries in order 

to maintain its confidentiality and integrity. Even if the data is encrypted, it is difficult to do any arithmetical 

operations. In theory, lattice-based fully-homomorphic encryption may offer a solution, but since it is 

computationally intensive, it cannot be deployed to the Internet of Things. When a semi-trusted server is involved, 

full-homomorphic encryption is possible. A distributed system for sharing IoT data, on the other hand, is difficult to 

implement. A fully-homomorphic encryption technique for cloud-based IoT applications has been developed to 

address this issue. A semi-trusted server may be used to assist in the calculation of homomorphic multiplications 

without getting any helpful information from the encrypted input.The term "e-Health" refers to the usage of the 

Internet and other linked networks in a healthcare system. It was our goal in this study to look at studies from 2017–
2020 to see how the integration of Internet of Things (IoT) devices and cloud computing has changed the way 

intelligent technologies are used in health care. Health information produced from electronic sources and gained 

knowledge, as characterised by the term "e-health," may be used to diagnose, treat, and prevent disease. The Internet 

has the ability to safeguard consumers from damage and allow them to fully engage in informed health-related 

decision-making as a storehouse for health information and e-Health analysis. High e-Health integration levels 

reduce the danger of encountering false material on the Internet. IoT-cloud-based eHealth systems are evaluated 

from a variety of viewpoints, with a focus on the prospects, advantages, and obstacles of their deployment. 

Combining the Internet of Things and cloud computing with eHealth systems that are based on smart goals and 

applications is an exciting new trend. The Internet of Things has several privacy and security concerns (IoT). The 
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Internet of Things (IoT) has a number of issues, including a lack of effective and strong security mechanisms, user 

ignorance, and the well-known active device monitoring. By investigating the history of Internet of Things (IoT) 

systems and security measures, we are able to better understand: (a) different security and privacy issues; (b) 

approaches used to secure IoT-based environments and systems; (c) existing security solutions; and (d) the best 

privacy models necessary and suitable for different layers of IoT-driven application. IoT layered model: general and 

extended privacy and security components and layers identification were presented in this study. The suggested 

cloud/edge backed IoT system is put into action and assessed. 

Amazon Web Service (AWS) Virtual Machines constitute the bottom layer of the IoT nodes. With the 

Greengrass Edge Environment on AWS, a Raspberry Pi 4 hardware kit was used to implement the intermediate 

layer (edge). AWS's cloud-enabled IoT ecosystem was utilised to build the top layer of our solution (the cloud). 

Users' information was protected by the security protocols and crucial management sessions that were placed 

between each of these levels. In order to facilitate data movement across the levels of the proposed cloud/edge 

enabled IoT paradigm, we introduced security certificates. With the best security methodologies, the suggested 

system model may be utilised in conjunction with the proposed system model to countermeasure cybersecurity risks 

at each tier; cloud, edge, and IoT. As a result of Cloud Computing (CC) and Internet of Things (IoT) integration, 

treatment procedures have been radically altered in the ubiquitous computing era. As the volume of data created by 

IoT devices grows, so does the demand for a storage and processing infrastructure like the CC. Despite the fact that 

users and IoT devices continue to share computing and networking resources remotely, security challenges in CoT 

remain increasingly significant. 

Furthermore, maintaining data privacy in such a setting is a top priority. As a result, the CoT is constantly 

expanding its focus on security and privacy. In this article, we examined some of the issues around data security and 

privacy and how they may be addressed. The CoT architecture and current applications have been examined in order 

to attain this goal. In addition, this study addresses a variety of security and privacy concerns and difficulties, as well 

as unresolved obstacles. 

 

III. PROPOSED SYSTEM ARCHITECTURE 

Using our new CPABE structure, we offer a cloud-based IoT data management system that is both efficient and 

safe. The suggested system has the potential to track traitors who unlawfully distribute their secret keys, as well as 

efficient storage and bandwidth management. A user-specific transformation key enables the cloud server to handle 

a considerable portion of the computational cost associated with decryption. 

In order to prevent unwanted access by a shared (or leaked) key holder, the cloud authenticates the identity of the 

key holder, partly decrypts the ciphertext using the key holder's transformation key, and finally provides the partially 

decrypted result. You should be aware that the attribute key is intimately linked to the key holder, who can only 

decipher the plaintext if he is also the original owner of the attribute key. The plaintext can't be accessed by anybody 

else using the shared (or leaked) keys.To begin, the owner of the data must first sign up for an account on the cloud 

server and get authorization. Data owner will encrypt and upload file to cloud server after receiving consent from 

cloud data owner, and data owner will then request content key and master secret for file he uploaded and discovers 

Only when the keys have been produced can the file be sent to the cloud server for deduplication. After uploading a 

file, the data owner must grant the user access to search and download the file, as well as authorization to share the 

material. The cloud server is in charge of running and maintaining a cloud for the purpose of storing data. Data 

owners encrypt their data files and put them in the cloud for cloud End users to access and collaborate on. A content 

key and a master secret key are required for users to access shared data files. And the cloud will provide access to 

the data, as well as monitor all transactions and attacks associated to them.. The end user requests a content key and 

a secret key from Key Authority. The content key and master secret key produced with the associated data owner 

information of a certain file may be seen by KeyAuthority on all files. To see files stored in the cloud, the user must 

first create an account and log in. 

The cloud has granted the user permission to validate the user's registration. To download the file, the user must 

request the MSK master secret key and the content key. As long as the data owner allows it, users may download 

and search their files. 
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Fig:1 System Architecture 

IV. RESULTS AND DISCUSSION 

The results obtained are shown from Fig. 2 to Fig.5. 

 
Fig.2 Attackers 
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Fig.3 Transactions 

 
Fig.4 View Time Delay results 
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Fig.5 View Throughput results 

 

V. FUTURE SCOPE AND CONCLUSION  
Cloud-based IoT management systems may benefit from a revolutionary CP-ABE method. IoT devices create a 

consistent size ciphertext regardless of the amount of characteristics, making the proposed technique efficient in 

terms of transmission costs. Battery-powered user devices may transfer a considerable portion of decryption efforts 

to the cloud under the suggested system. Key traceability ensures that only the original owner of a given key may 

decode an encrypted file, preventing unlawfully shared key holders from accessing the material that has been 

outsourced. In IoT systems, forensically intractable key abuse assaults are common, and the suggested approach can 

withstand them. 
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