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ABSTRACT 

In the IoT, small computer units make it susceptible to a wide 

range of assaults. A lightweight intrusion detection system (IDS) 

based on feature selection and feature classification is presented 

in this work to improve IoT security. The filter-based technique 

was used to choose the features because of its cheap 

computational cost. Based on a comparison of logistic regression 

(LR), neural networks, decision trees, random forests, KNN, 

SVM, and multilayer perceptrons, the feature classification 

approach for our system was selected (MLP). In the end, we 

chose the DT algorithm for our system because of its excellent 

performance across several datasets. The findings of this study 

serve as a guidance for selecting the best machine learning 

feature selection approach. 

INTRODUCTION 

As a new paradigm in computer networks, the 

Internet of Things (IoT) enables communication 

between all types of items over the Internet. Using a 

single addressing method, these devices may 

communicate and collaborate to accomplish a shared 

purpose, whether it RFID tags, sensors, actuators, or 

mobile phones, for example. It is possible to create 

ubiquitous computing via the Internet of Things (IoT) 

by mixing several forms of connectivity, all the time, 

on any item [2]. All aspects of our everyday lives are 

likely to be affected by this technology. Because of 

the hostile and insecure environment in which they 

are often deployed, IoT devices are more susceptible 

to various threats [3]. IoT devices must be protected 

against intruder assaults as a result. By examining the 

behaviours and events of a computer or network, an 

intrusion detection system (IDS) is able to identify 

and prevent assaults. A second line of protection 

against invaders [5] may be provided by this device. 

An IDS' primary goal is to identify as many threats as 

feasible with acceptable accuracy while using as little 

energy as possible in resource-constrained 

environments [6]. Signature-based and anomaly-

based IDS are the two most common forms of IDS. 

IDS signatures, sometimes called misuse-based IDS, 

work by comparing fresh data to a database of 

previously known assaults to spot intrusions. This 

method is effective at detecting known assaults, but it 

often misses undiscovered ones. The anomaly-based 

IDS compares observed events to the actions that are 

deemed usual. IoT and IDS security have been the 

subject of several studies in recent years. A light 

anomaly detection method based on game theory was 

of interest to Sedjelmaci et al. [3]. A novel attack 

signature may be detected by an IDS agent using the 

Nash equilibrium, which the authors utilise to 

anticipate the equilibrium state. For wireless sensor 

networks, Li and colleagues [7] developed a novel 

intrusion detection system that uses the K-Nearest 

Neighbor (KNN) algorithm to classify suspicious 

activity. A flood assault on the wireless sensor 

network may be detected by the system. It also 

performs flood assault tests to learn more about their 

consequences. There is a distributed anomaly 

detection system for the Internet of Things proposed 

by Thanigaivelan et al. [8]. All of these functions 

may be accessed via a single interface. In the event 

that one of a node's neighbours doesn't keep up with 

the requisite rating, the nearby node is deemed an 

abnormality. SVELTE, a real-time IoT intrusion 

detection system suggested by Shahid Raza [4], is 

currently under development. Contiki OS uses an 

IDS that is built into IoT. Only content spoofing, 

gulp, and selective transfer assaults are detected by 

this method. Using the Scikit-Learn tool, Douglas et 
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al. [9] demonstrated an ultra-lightweight deep-packet 

anomaly detection Neighbor, Support Vector 

Machines, etc. A comparative investigation of feature 

selection approaches and their impacts on 

classification algorithms utilising three datasets, such 

as KDD99, NSL-KDD, and UNSW-NB15 datasets, is 

the conclusion of this work. The other sections of this 

study are divided as follows: Section 2 discusses 

briefly the IoT technologies, while Section 3 

describes our suggested system in depth. Section 2: 

Our system was tested in Section 4. The Scikit-Learn 

library has been used to create neighbour, support 

vector machines, and other machine learning 

algorithms. A comparative investigation of feature 

selection approaches and their impacts on 

classification algorithms utilising three datasets, such 

as KDD99, NSL-KDD, and UNSW-NB15 datasets, is 

the conclusion of this work. The other sections of this 

study are divided as follows: Section 2 discusses 

briefly the IoT technologies, while Section 3 

describes our suggested system in depth. Section 2: 

Our system was tested in Section 4. Finally, in 

Section 5, we provide a strategy that may be 

implemented on tiny Internet of Things (IoT) 

devices. Payloads are modelled using n gramme bit 

patterns, with the n gramme size being variable in 

each dimension. IoT contexts need a light-weight 

detection system, despite the fact that all of the 

preceding studies says that such a system exists and 

that certain assaults are effectively identified. 

Developing a lightweight IDS is the primary goal of 

our study. In order to do this, two machine learning 

approaches have been used: feature selection and 

classification. For example, feature selection 

approaches may be utilised to reduce computational 

and storage costs while increasing detection 

accuracy. Filter-based, wrapper-based, and 

embedded-based techniques are the most common 

ways to pick features. Compared to wrapper and 

embedded approaches, the filter method has a lower 

computational cost in this work. The Scikit-Learn 

tool has also been used to construct famous 

algorithms like Decision Trees, k-Nearest Neighbors 

and Support Vector Machines, in order to identify the 

optimum categorization model for the IoT context. A 

comparative investigation of feature selection 

approaches and their impacts on classification 

algorithms utilising three datasets, such as KDD99, 

NSL-KDD, and UNSW-NB15 datasets, is the 

conclusion of this work. For the rest of this 

document, the following is the structure: Our 

suggested system is detailed in Section 3, which 

includes a short discussion of the technologies 

involved in the Internet of Things (IoT). Our system 

was tested in Section 4. Section 5 concludes this 

investigation. 

BACKGROUND 

IoT security concerns need an examination of the 

technologies involved in the Intrusion Detection 

System (IDS).. 

IoT architecture 

Smart cities, transportation, agriculture, healthcare, 

energy, and other areas are all possible thanks to the 

Internet of Things, which is a network of linked 

devices that allows people and things to talk to one 

another. Figure 1 depicts the three-layered IoT 

architecture model:

 

Figure 1. The IoT architectural model 

Perception layer:  

There are sensors and transmitters in this layer, which 

transfer data from the environment to the network 

layer. the latest technologies such as 3G, Zigbee and 

Wi-Fi are used to transmit data at this tier of the 

network Devices communicate with the cloud via the 

IoT gateway. the services needed for smart homes, 

health care, etc. are provided via the application 
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layer. It is at this level that the data is assured to be 

true, accurate, and private [12]. To prevent hardware 

and software vulnerabilities at every level of the 

system, the security strategy must be thoroughly 

incorporated into the design. 

Security in the Internet of Things 

Because of the interconnectedness and the sensitivity 

of the data gathered, security is a critical 

consideration in the creation of Internet of Things 

(IoT) applications. Many components and devices in 

the IoT are constrained by the IoT's heterogeneous 

and omnipresent nature [13] as well as by its limited 

computing capability, memory, and power 

consumption. As a result, it is critical that a security 

strategy be established to protect these systems. In 

addition to implementing firewalls and more 

sophisticated authentication methods, such security 

policies must also include monitoring technologies to 

audit the information system and identify potential 

breaches. Intrusion is the term used to describe 

efforts by local users to gain access to greater levels 

of power than those to which they have been granted. 

These incursions will be examined in detail in this 

study in order to learn how to properly defend 

ourselves against them. Understanding the specific 

purpose of these intrusion detection systems is 

essential. 2.3 

Intrusion detection system 

Network and system activities are monitored by an 

Intrusion Detection System (IDS) to identify 

intrusions or assaults on the system or network. They 

might come from inside or outside the organisation. 

To acquire illegal access to an organization's 

network, an external intruder must be located outside 

the target network, whereas an internal intruder is 

someone already on the network. Monitoring a host 

or a network's activities, the IDS notifies the system 

administrator when a security breach is detected. The 

IDS consists of three primary parts: Monitors traffic 

patterns, internal events, and resource use; Analysis 

and detection: This is the key component that 

identifies intrusions according to a predetermined 

methodology; When an intruder occurs, this 

component will sound an alert. Network and system 

activities are monitored by an Intrusion Detection 

System (IDS) to identify intrusions or assaults on the 

system or network. There are two types of network 

invaders: internal and external. Internal intruders seek 

to elevate their access rights in order to abuse non-

authorized privileges inside the network, while 

external attackers attempt to acquire illegal access to 

the network from outside the target network. When a 

security breach is detected, the IDS alerts the system 

administrator, who may then take appropriate action. 

The IDS is composed mostly of three parts: 

Components like as "monitoring," "analysis," and 

"detection" are used to keep tabs on things like traffic 

patterns, internal events, and resource use. When an 

intruder is detected, this component will sound an 

alert. 

Types of IDS 

Both NIDS (network) and HIDS (hosted) are types of 

intrusion detection systems (IDS). IDS that analyses 

network traffic for malicious activity (NIDS) is called 

a "network-based IDS." IDS that detects suspicious 

activity on the host computer is known as a host-

based IDS (HIDS). Signature-based, anomaly-based, 

and specification-based methods to IDSs may also be 

found. There is a database of signatures or patterns, 

and each assault may be identified according to 

patterns or signatures. This method is easy to 

implement. However, it is incredibly costly, and as 

the number of assaults rises, so does the amount of 

storage space required. A drawback is that only 

assaults recognised by the signatures will be detected. 

As a result, the database must be updated on a regular 

basis with new attack signatures [18]. IDS Anomaly: 

This method detects an intrusion based on the 

behaviour of the system. When anything goes wrong, 

it tries to figure out what went wrong and how to fix 

it before it becomes worse. An incursion is anything 

that deviates from the typical course of events [14, 

19]. Detecting new threats is made easier with this 

method since it alerts the user to any divergence from 

the system's usual behaviour. False positives are 

common because a change from usual behaviour 

doesn't necessarily mean an assault is occurring. Due 

to the complementing nature of the two preceding 

IDS strategies, the specification-based approach 

incorporates both into one method [19]. A 

combination of techniques is used to identify new 

threats and eliminate false positives at the same time. 

Such systems, on the other hand, are more resource- 

and energy-intensive [16]. 

THE PROPOSED SYSTEM 

One of our primary objectives is to make the IDS as 

light as possible so that it can fit on restricted nodes. 

In other words, the processing and power 
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consumption limitations of an IoT make it impossible 

to have an active intrusion detection agent in each 

node. Our solution is to construct an IDS on the 

network layer of the Internet of Things (IoT) above 

Gateway, which is a centralised design to address 

issues of limited capacity and heterogeneity. It's easy 

to see in Figure 2 how our LIDS detects an intrusion 

by comparing the present behaviour to what it should 

be (the "normal" behaviour). An alert will sound if 

there is a discrepancy between the two behaviours. 

There are three stages to this process:

 

Figure 2. LIDS architectural model 

 

A- Events collection:  
LIDS' component Events collector gathers 

and captures all IoT device events at this 

stage in order to create a feature vector 

representing the current behaviour: Assume 

that (c1-cn) = Vi(t). 

 

B- Anomaly detection: Intrusions are 

analysed and detected at this step of the 

process. We'll go into more depth about our 

LIDS in the next section. 

 

C- Alarm: The suggested system detects an 

attack, blocks the user, and closes the user's 

session before sending a notice to the 

administrator. 

 

 

EXPERIMENTS AND RESULTS 
Figure 3 depicts the system's categorization 

process as a result of the suggested method.

 
Figure 3. Classification process in the IoT 

context 

 

Dataset collection is the initial step. The 

dataset is gathered and divided into training 

and testing datasets during this step. After 

that, the pre-processing and feature selection 

processes enable for the data to be cleaned 

and reduced in size. Classifier models like 

Logistic Regression, Random Forest and 

Decision Tree have been used in this study. 

The training set is used to train the models, 

as stated above. After that, the models are 

put to the test against the testing data, and 

various assessment criteria are used. Finally, 

we will go through the same steps for a total 

of three different datasets. 

 

Dataset 

 
Data from the KDD Cup 99 [21], NSL-KDD 

dataset [22], and UNSW-NB15 dataset [23] 

were also used in our studies. 

 

KDD Cup 1999:  
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By simulating military network settings and 

include numerous incursions, MIT Lincoln 

Labs created a standard dataset for this 

dataset. There are three kinds of data in this 

dataset: "complete KDD," "10% KDD," and 

"corrected KDD." We utilised "10 percent 

KDD" as a training dataset and "corrected 

KDD" as a testing dataset. Data from the 

KDD Cup 99 dataset provides 42 

characteristics that may be used to classify a 

TCP connection as normal or an attack. 

 

NSL-KDD: 

A total of nine weeks' worth of data was 

gathered by the Canadian Institute for Cyber 

Security [6]. KDD Cup 99 dataset has been 

updated and decreased in size. As in KDD 

Cup 99, there are no changes to the data 

format or categorization of attacks in the 

NSL-KDD dataset. So, the classifiers will 

not be influenced by the frequency of the 

records in the dataset. The "KDD Train+" 

dataset serves as the training set for NSL-

KDD, while the "KDD Test+" dataset serves 

as the testing set. [24] The datasets KDD 

Cup99 and NSL-KDD cover attacks in four 

different categories. Rows per category are 

shown in Table 1. 

 
 

UNSW-NB15: 

Australian Centre for Cyber Security 

(ACCS) Cyber Range Lab gathered network 

packets using the IXIA Perfect Storm tool, 

which combines real-world and current 

simulated attack patterns. In addition to the 

standard data category, there are nine further 

forms of attack. Table 2 lists the totals for 

each category's records. There are 45 

characteristics in this dataset, one of which 

is a class label. These characteristics are a 

combination of nominal, numeric, and time-

stamp attributes.. 

 

Table 2. Class distribution in UNSW-

NB15 dataset 

 
The following is an explanation of the 

various datasets' attack categories: Denial of 

Service (DoS) attacks are designed to 

prohibit legitimate users from accessing a 

service by making it inaccessible to them. 

[25] In this category, an attacker attempts to 

get root access by exploiting the privileges 

of an ordinary user account. An R2L 

(Remote-to-Local Attack) is a kind of attack 

where the attacker tries to acquire access as 

a local user to a network from a distance. 

This kind of attack involves the use of 

probes to gather information about the 

network's security weaknesses. Contains 

port scanning, spam, and HTML file 

penetration attacks. In order to get access to 

a system or its data, an attacker uses 

backdoors to circumvent the system's 

security measures. The attacker knows the 

system and exploits the weakness to get an 

advantage over the system's defences. 

Fuzzers: This causes a massive quantity of 

random data to be generated in order to 

cause the system to crash. Generic: It's 

compatible with any block cypher that uses 

a hash function. The purpose of 

reconnaissance is to acquire data about the 

system in order to keep an eye on it. 

Software vulnerability exploitation payload 

shellcode: A little piece of code. To infect 

further systems, an attacker uses a worm to 

propagate itself. 

 

Data preprocessing 

 
Using preprocessing, the original data is 

transformed into a form suitable for machine 

learning. Binarization, standardisation, and 
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normalising are all included in this process. 

Prior to applying data transformation and 

normalisation, we preprocessed the dataset 

to include just two labels: attack and regular 

traffic. This simplified the classification 

challenge. 

Data transformation 
This method is used to convert the feature's 

category value into a numerical value.. For 

example, the feature "Service" in the KDD-

Cup99 comprises the following values: 

Telnet, FTP, HTTP, etc. These values will 

be converted to numeric values: 1, 2, 3, etc. 

 

Data normalization: 

 
The process entails scaling down each 

characteristic to a certain value within a 

predetermined range. It is possible to scale a 

feature set between its lowest and maximum 

values. Between [0, 1], the new feature 

value Z is most often seen. This is how it's 

done:  

 

For optimization, normalisation makes 

training less sensitive and assures that a 

convergence issue does not have a large 

variance, making it achievable. Table 3 

shows the revised dataset structure as a 

result of the data preparation activities. 

 

Table 3. Datasets structure after 

data preprocessing 

 
Feature selection 
Selecting the most important data points 

from a dataset is called feature selection. 

Storage efficiency is increased, 

computational expenses are reduced, and the 

performance of an autonomous learning 

model is improved. There are three broad 

groups of attributes that may be selected in 

various ways: 

 

Filter MethodsThe correlation matrix is 

used to choose characteristics. To narrow 

the field, only the qualities with a correlation 

larger than a predetermined threshold are 

considered for inclusion. 

 

 

Wrapper Methods 

 

that assesses the model's accuracy in search 

of the best feature combination. The features 

are fed into a machine learning algorithm, 

and the model's performance is used to 

decide whether or not to add or delete them. 

 

Embedded Methods 

Choosing the best characteristics while 

developing the model will allow you to 

combine the benefits of the previous two 

procedures. Regularization procedures are 

the most popular form of this approach. We 

chose the Filter Method above the Wrapper 

and Embedded techniques for our tests 

because of its speed. When it comes to low-

cost IoT devices, Wrapper and Embedded 

approaches don't work since they are 

computationally intensive. Pearson's 
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correlation method, Spearman's correlation 

coefficient, and Kendall's tau coefficient 

were utilised to estimate the importance of 

characteristics for our model. 4.3.1 

Coefficient of Pearson's correlation (PCC) 

In other words, how much X and Y rely on 

each other. The formula for the Pearson 

correlation coefficient is as follows: 

 

 
 

Where, cov is the covariance and is the 

variance of the dataset. If X and Y are 

significantly correlated, is close to the 

extreme values -1 and 1; if X and Y are 

completely uncorrelated, is zero. To put it 

another way, a trait that is highly associated 

with other features might be thought of as 

redundant. 4.3.2 The Spearman's coefficient 

of correlation (SCC) It is possible to define 

Spearman's rank correlation coefficient as a 

specific instance of Pearson's correlation 

coefficient when applied to ranked variables 

When comparing two sets of data, 

Spearman's coefficient looks at the order in 

which the values for each variable appear 

rather than comparing their means and 

variances. Since it can handle both 

continuous and discrete data, it's a great tool 

for data scientists. Instead of raw scores, 

Spearman's coefficient is calculated based 

on rankings, as opposed to those of Pearson. 

 
 

4.3.3 The tau coefficient of Kendall (KTC) 

In contrast to Spearman's coefficient, 

Kendall's only considers the degree of 

directional agreement, not the difference in 

ranks. So this coefficient is more suited to 

discrete data than continuous data. The 

formal definition of Kendall's coefficient is: 

 

n is the number of times the variables X and 

Y have been observed. If xi >xj and yi>yj or 

xi xj and yiyj, the two sets of observations 

(xi, yi) are concordant. Contrarily, they are 

referred to be discordant. Three correlation 

approaches were used to compare the feature 

selection metric for intrusion detection on 

the three datasets listed above: 

Pearson’sCorrelation Coefficient (PCC), 

When comparing two sets of data, we might 

use various thresholds for the Spearman 

correlation coefficient and the Kendall tau 

correlation coefficient. To get the best 

classification results in the context of the 

Internet of Things, the objective is to 

discover the appropriate feature subsets for 

each classifier to employ. Figure 4 displays 

all of the findings. 
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Figure 4. Performance of feature 

selection algorithms 
 

As shown in Figure 4, each method used 

three datasets to pick features: KDD99, 

NSL-KDD, and UNSW-NB15. First, the 

KDD99 dataset has 41 characteristics that do 

not have the desired property. The number 

of features is decreased to 30 features, 22 

features, and 20 features after using the PCC 

approach with three threshold values of 0.9, 

0.7, and 0.5. The SCC approach reduces the 

number of features to 28 features, 20 

features, and 16. The KTC technique 

reduces the number of features from 32, 22 

and 18 to 32, 22 and 18. The PCC approach 

reduces the number of features on the NSL 

KDD dataset from 41 to 34, 29 and 24. The 

SCC approach reduces the number of 

options to 35, 26, and 17 options. The 

number of features in the KTC approach is 

lowered to 37, 30 and 20 characteristics, 

respectively. Finally, using the PCC 

technique, the number of features in the 

UNSW NB15 dataset is decreased from 44 

to 30, 23, and 17 in total. The number of 

features is decreased to 20, 11, 6 when using 

the SCC approach. The KTC approach 

reduces the number of characteristics from 

35 to 13, and from 13 to 9. 

 

Classification techniques 
Figure 3 depicts the classification process of 

the proposed IDS, which includes the 

training and testing stages. The classifier is 

trained using a training dataset that contains 

samples that have been labelled. New 

samples from the test dataset are supplied to 

the classifier in order to assess its 

performance. Classifiers like Logistic 

Regression, Decision Trees, Support Vector 

Machines, and so on are accessible. 

Accordingly, we assess seven widely known 

machine learning classifier models and 

attempt to improve the parameters of each 

method in order to discover the optimal 

model for our issue that has high accuracy 

and precision, as well as low false negative 

and false positive. Classifier models that 

have been tested are listed below. 

 

Logistic Regression (LR):It is a 

probability-based method for making 

predictions. In order to convert anticipated 

values into probabilities between 0 and 1, it 

makes use of the Sigmoid function. 

Following are the details of this function's 

definition: 

 
Naive Bayes (NB): the independence of 

predictors with respect to each other in order 

to construct a Naive Bayesian classifier The 

following is a definition of the Bayes 

theorem:

 
where, 𝑃(𝑋⁄𝐶) is the posterior possibility of 

class (𝐶) given predictor (𝑋). 

 

Decision Tree (DT): Each node in the tree-

like network represents an attribute test, and 

each branch indicates a test result. Each leaf 

node represents a classification. 

Classification rules are represented by the 

pathways from the root to the leaf. 

 

Random Forest (RF): The decision tree is 

used to create trees in precisely the same 

way. For example, a decision tree uses the 

whole dataset, but a random forest builds 

numerous decision trees by randomly 

selecting observations and certain 

characteristics to create many trees and then 

merging them together, resulting in a more 

accurate forecast and more stability. 
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K-Nearest Neighbor (KNN):This model's 

basic premise is that a point may be 

classified based on how far it is from its k 

closest neighbour points. Neighbors vote on 

the matter, and the outcome is decided by 

the majority. 

Support Vector Machine (SVM):The 

support vector machine's approach is 

designed to find a hyperplane that 

maximises the separation margin between 

two classes. Mathematically speaking, the 

optimised hyper plane is represented as 

follows.  

 

where, 𝑤 is the vector of weights, 𝑥 is an 

input vector and 𝑏 represents the bias. 

 

Multi-Layer Perceptron (MLP): 
is the algorithm for a neural network. A 

network of artificial neurons is part of MLP 

(nodes). Input nodes, hidden nodes, and 

output nodes are all interconnected. The 

connectivity between nodes may be altered. 

 

Performance evaluation 
The variables in the confusion matrix are 

used to produce a variety of performance 

measures for the IDS. These values are 

described in the following manner: The 

number of records properly placed in the 

Normal classification, referred to as the 

"true positive" (TP). The amount of entries 

accurately assigned to the Attack 

classification as True Negatives (TNs). 

Normal records that have been misclassified 

as Attack are known as false positives (FPs). 

Positive False Negative (PN): the number of 

Attack records categorised as Normal 

instead of the intended Positive category. 

The most often used assessment measures 

are provided by the following formulae 

based on the aforementioned values:

 
Evaluations and result 
This section contains the findings of our 

research. Measurement of the three datasets 

with complete features is the first step. Our 

datasets were then shrunk down to a more 

manageable size utilising the three 

prominent techniques of dataset correlation 

previously mentioned, and we evaluated 

each approach using the best possible 

hyperparameters. The outcomes are shown 
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in Figures 5, 6, and 7.

 

(a) Accuracy 

 

(b) False Positive rate 

 
(c) Precision 
 

 
(c) F1-Score 

(d) Figure 5. Performance on the 

KDD99 dataset 

Figure 5 demonstrates the performance of the several 

KDD99 classifiers with varying dimensions. There is 

a good correlation between the accuracy, precision, 

and F1 score of all the classifiers employed in this 

experiment. This correlation is demonstrated in the 

following figure. The SSC (20), SCC (16), and KTC 

all have higher False Positive Rates than SVM and 
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MLP, which is why these two algorithms are 

preferred over them (18). NB and RF, on the other 

hand, have a significant percentage of false positives, 

particularly when the dimensions are lowered. 

On the NSL-KDD dataset, multiple assessment 

measures are shown in Figure 6. While other 

classifiers provide better results, especially in the 

case of decreased dimensions, it is clear from this 

graph that NB has lower accuracy and F1-Score 

values than the other classifiers. It also delivers a 

very high false positive rate. Other than SCC (26) 

and KTC, the DT classifier is observed to perform 

better than the others with the various metrics, 

reaching an accuracy rate of 98% with almost all 

dataset dimensions and a false positive rate of less 

than 2%. (20). 

 

(a) Accuracy 

 

 

 
 

 
 

Experiments performed on the UNSW-

NB15 dataset are shown in Figure 7. The 

KKN and LR algorithms outperform the NB 

method in this dataset, which yields the 

lowest results. The DT and KNN algorithms 

provide the greatest outcomes, as shown by 

the aforementioned data. In addition, feature 

selection algorithms give outcomes that are 

often identical to the original data, if not 

worse. Only in a few few instances are these 

methods effective. 
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CONCLUSION 
 

The usage of the Internet of Things is 

growing, and with it, a slew of new 

applications. However, the Internet of 

Things is confronted with a security issue 

that must be addressed while taking into 

account the limitations and obstacles 

associated with the IoT environment. In this 

research, we provide a machine learning-

based intrusion detection model that is 

simple to implement. With this architecture, 

the IoT nodes are protected against both 

internal and external assaults. With three 

lightweight feature selection algorithms, we 

tested several machine learning classifier 

models to determine which had the best 

accuracy and precision while also having the 

lowest false negatives. We then optimised 

the parameters of each algorithm to obtain 

the most efficient classifier model. To train 

and test our model, we utilised data from the 

KDD99, NSL-KDD, and UNSW-NB15 

datasets. Although DT and KNN fared better 

than other algorithms, KNN takes longer to 

classify than DT, according to the findings 

of our investigation. Furthermore, when the 

correlation coefficient is larger than 0.9, the 

classifiers generate excellent performance; 

below this threshold, the performances are 

poor and occasionally unsatisfactory using 

the three correlation approaches utilised to 

minimise dataset dimensions, such as PCC, 

SCC and KTC. The NSL KDD dataset 

performed better than the KDD99 and 

UNSW NB15 datasets when it comes to 

datasets that cover our research area's whole. 

More machine learning techniques mixed 

with real-time data from IoT devices will be 

studied in future work. 
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