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ABSTRACT 

It's no secret that the efficiency and low cost management of cloud-based data storage services 

have attracted growing attention from the academic and business communities in recent years. 

To protect the privacy of its customers and the confidentiality of their data, a service provider 

must adopt a reliable system for storing and exchanging user information via the Internet. 

Encryption is the most common technology used to prevent unauthorized  access to private 

information. However, the actual need of data management goes beyond what can be met by just 

encrypting data (e.g., using AES). In addition, it is important to think about access control over 

download requests so that consumers are not disrupted by Economic Denial of Service (edos) 

assaults. In this research, we examine the issue of dual access control in the context of cloud 

storage by developing a system to regulate both data access and download request without 

compromising on either security or efficiency. In this study, we propose two separate dual access 

control systems, each tailored to a specific environment. Additionally, the systems' experimental 

analysis and security findings are detailed. 

1. INTRODUCTION 

Recently, cloud-based storage services have received a lot of interest from researchers and 

businesses alike. Because of its numerous advantages, such as easy accessibility and no need for 

local data storage, it may find widespread usage in Internet-based commercial apps (such as 

Apple's icould). Many people and businesses increasingly use distant cloud storage rather to 

invest in expensive upgrades to their on-premises data management infrastructure. While cloud-

based storage has many advantages, its widespread adoption may be hampered by consumers' 

understandable apprehension about the safety of their data in its outsourced form. Many real-

world uses for outsourced information need further collaboration. If Alice uses Dropbox, she 

may easily send her pals a snapshot and invite them to comment. Alice has to establish a sharing 

link, then send the link to her pals, all without resorting to data encryption. There will be 

protection against the connection being seen by people who aren't supposed to see it (e.g., those 

who aren't friends of Alice), but it doesn't mean that it won't be visible to others who are the 

Dropbox management layer (e.g., only the administrator may access the link). If you want to be 

sure your data is safe and secure on the cloud, you need encrypt it first since the cloud (which is 
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installed in an open network) cannot be trusted completely. That said, one way to ensure that 

only authorised cloud users have access to the data is to encrypt it first (using a method like 

AES) before storing it there. 

2. RELATED WORK 

In order to exercise granular policy-based control over encrypted data, the literature has proposed 

ABE [9], [29]. Specific areas of study under ABE include Critical Policy Analysis and 

Evaluation (CP-ABE) and Keypolicy Analysis and Evaluation (KP-ABE). The former is the 

primary focus of this study. The CP-ABE embeds the access policy into the ciphertext and links 

the decryption key to the attribute set. Because of this, CP-ABE may be used for safe cloud 

storage and exchange of sensitive information 1. The term "dual access control" will be used 

from now on to describe the ability to regulate both the availability of encrypted data and 

requests to access it. (when compared to KP-ABE). This is because KP-ABE forces cloud users 

to incur high storage costs due to the need of associating decryption keys with access policies. 

Many works have been suggested to use CP-ABE in different contexts since its first publication 

[9]. These contexts range from multi-authority [10], [17], outsourced [15], [16], [21], and 

extensible [34] to responsible and traceable [22], [23], [24], [25] CP-ABE. 

To defend against edos attacks [11], which are the case of ddos in the cloud context, CP-ABE 

functioning as a single solution is neither very practical or effective. Multiple defences against 

the assault have been offered in the literature [12, 33]. On the other hand, Xue et al. [38] claimed 

that the aforementioned works did not adequately protect against edos attacks at the algorithmic 

(or protocol) level, and therefore provided a way to securing cloud data sharing. But [38] has two 

major flaws that make it undesirable. To begin with, the owner of the data must increase the 

computational load by generating a series of challenge ciphertexts to use in an effort to thwart 

the assault. 

Second, a data user must decode one of the challenge ciphertexts as a test, which involves a large 

number of costly operations (e.g., pairing). This situation increases the computational complexity 

for both parties and necessitates a large amount of network capacity for the transmission of 

ciphertexts. The vast cloud-based computing resources are underutilised in [38]. In this research, 

we propose a novel approach that can withstand an edos assault with little resources used on 

computing and communication. In a recent paper, Antonis Michalas [20] suggested a data 

sharing protocol that combines symmetric searchable encryption with ABE, enabling users to 

directly search through encrypted data. 

Key revocation in ABE is achieved by having a revocation authority hosted by SGX. 

Later in [20], Bakas and Michalas [3] suggested a hybrid encryption technique, narrowing the 

difficulty of multi-user data sharing to that of a single-user. 
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In specifically, an SGX enclave encrypted using an ABE technique stores the symmetric key 

required for data encryption. It uses the SGX enclave to solve the revocation issue in the context 

of ABE, much like [20]. In this study, we use SGX to provide download request control (to avert 

ddos/edos assaults). Both our goal and methodology are distinct from the methods described in 

[3], [20]. 

3. SYSTEM ANALYSIS 

A malicious service user could launch the denial-of-service (dos)/distributed denial-of-service 

(ddos) attacks to consume the resource of cloud storage service server, making it unable to 

respond to service requests from honest users, because a (public) cloud may not have any control 

over download request (namely,a service user may send an unlimited number of download 

requests to cloud server). Because of this, the "pay as you go" approach may cause economic 

disruption owing to increased resource use. As the assaults increase in size, the prices for 

consumers of cloud services will skyrocket. This kind of assault, known as Economic Denial of 

Sustainability (edos), is directed against the financial resources of a cloud adopter. In addition to 

financial loss, the very nature of unrestricted downloads may allow network intruders to spy on 

your private, encrypted download data (e.g., file size). Consequently, it is necessary to have 

authority over requests to download outsourced (encrypted) data. Consequently, it is necessary to 

have authority over requests to download outsourced (encrypted) data. 

Disadvantages 

 Client-side user deduplication prevents updating the file's tag. The dynamic Ownerships would 

be useless if this happened. Briefly put, the current dynamic Ownerships cannot be applied to a 

multi-user setting. Worries regarding data loss emerge whenever data is changed. Data 

deduplication systems are defined by the fact that they save data in a manner different from how 

it was originally created. Therefore, people worry about the security of their information. By 

using cryptographic hash algorithms, duplicate data may be spotted and removed. It is 

considered a collision if two separate bits of information produce the same hash value. It's 

important to note that different hash functions have different collision probabilities but that 

they're never zero.,  

Proposed System: 

To address these two issues, this research proposes a novel approach we call dual access control. 

Attribute-based encryption (ABE) [9] is one of the potential possibilities that permits the 

confidentiality of outsourced data and fine-grained control over the outsourced data, making it an 

attractive option for securing data in cloud-based storage services. Ciphertext-Policy ABE (CP-

ABE) [5] in particular offers an efficient means of data encryption in such a manner that access 

rules, defining the access privilege of prospective data receivers, may be specified over 

encrypted data. It is important to note that in this research, we take into account the possibility of 
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using CP-ABE in our process. While the CP-ABE method is useful, it is not enough on its own 

to develop a sophisticated system that can regulate both data access and download requests. 

Advantages:- 

This system benefits from two features. As a first use case, it may be implemented to avoid the 

need to distribute decryption keys when sharing sensitive information with users by instead 

relying on a set of predefined access controls. Second, it protects sensitive information using the 

industry-recognized definition of semantic security, rather to the less stringent security measures 

used by other systems. More than that, we proposed a mechanism for transforming a ciphertext 

over one access policy into ciphertexts of the same plaintext but under different access policies, 

all without disclosing the underlying plaintext. 

System architecture of attribute-based storage with secure  Deduplication.: 

 

 

The RSA Algorithm 

RSA is a popular method for digital encryption and decryption on today's computers. It's a kind 

of cryptographic method known as "asymmetric." In this case, the keys are asymmetric, which 

means they are not identical. Since one of these keys may be made public, this kind of 

encryption goes by the name "public key cryptography." The second key should remain secret. 

Reasoning behind it is how difficult it is to identify the factors of an integer (the factoring 

problem). RSA was coined in 1978 by researchers Ron Rivest, Adi Shamir, and Leonard 

Adleman. The public key in RSA is the product of two huge prime numbers plus an additional 
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value that is also made public. The primary factors are classified information. Currently-

publicized techniques let anybody to use the public key to encrypt a message, but only someone 

with knowledge of the prime factors can realistically decode the message if the public key is big 

enough. 

Encryption Algoritm:- 

With the use of encryption, sensitive data may be concealed from prying eyes (such as a 

password). To do this, a code or cypher is used. Encryption refers to the process of hiding 

information. 

Decryption Algorithm:- 

The process of decryption converts encrypted data back into readable form. What you see before 

you is the unencrypted version. Cryptanalysis is the scientific study of encryption. If the code is 

straightforward, deciphering it may be done manually. Computer key search is required for 

complex cyphers. The study of how hard it is to crack a cypher is what computer scientists and 

mathematicians call "decryption." 

4. IMPLEMENTATION 

Data Owner:   

The first step in this section is for the data owner to sign up for an account on the cloud server 

and be granted appropriate permissions. If the cloud service provider gives the go-ahead, the data 

owner will encrypt and upload the file to the cloud server, at which point the data owner will 

request the content key and the master secret key from the authority for the file he uploaded and 

discovers Find deduplication. If users want to be able to search for and download newly 

uploaded files, the data owner must first grant them access to do so. 

Cloud Server 

The cloud storage service is administered by the cloud server. Owners of sensitive data encrypt 

their files before uploading them to the cloud, where they may be accessed by cloud End users. 

Users will make a formal request for the MSK master secret key and the content key in order to 

get access to the shared data files. Plus, the authorization will come from the cloud. , and may 

see who has accessed the files and who has been making transactions on them. 

Authority 

The user requests a secret key and a content key, both of which are generated by the authority. 

The content key and master secret key for a given file are constructed using the information of 

the file's owner, allowing authority access to the file. 
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End User 

Users need to sign up and log in before they may access their cloud-stored documents. The cloud 

service gives the user the ability to confirm their registration. In order to access the file, the user 

must first request the MSK master secret key and content key. If the data owner grants access, 

only then may the user download and search the file. 

5. CONCLUSION  

We introduced two dual-access control solutions to solve a compelling and enduring issue in 

cloud-based data sharing. Protected against dos and edos assaults are the suggested systems. We 

claim that the method utilised to provide control on demand may be "transplanted" to different 

CP-ABE architectures. The experimental findings presented here demonstrate that the suggested 

systems incur little computational and communication cost (compared to its underlying CP-ABE 

building block). 

To further strengthen our system, we take use of the fact that the enclave's secure storage 

prevents any retrieved data from being compromised. 

More recent research, however, demonstrates that an enclave may reveal part of its secret(s) to a 

hostile host through memory access patterns [37] or other similar side-channel attacks [14, 30]. 

Therefore, in [35], we provide the paradigm of transparent enclave execution. It's a fascinating 

challenge to design a two-factor authentication solution for cloud data sharing that uses a 

transparent enclave. We will investigate the corresponding answer to this issue in our next 

papers. 
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