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Abstract: 

 The Internet of Things (iot) has the potential to revolutionise many industries, but 

it also introduces new cybersecurity threats. Validity and accuracy of sent data 

should be guaranteed to reap the full benefits of the iot system. Considering the 

limited Security implementation in the real world is a huge difficulty in the iot 

ecosystem. Here, we provide a steganography solution that works well in the 

Internet of Things (iot) setting since it is robust against noise and has a small 

footprint. Multiple modulations and coding techniques are used to check the 

integrity of the concealed data and ensure its security (mcss). Modulated data is 

subjected to additive white Gaussian noise (AWGN) to represent the noisy channel 

and other wireless technologies utilised in iot communications, such as cellular, 

wifi, and vehicle networks. 

The described approach may conceal a sizable payload in audible signals (such as 

speech and music) with a low bit error rate (BER), great undetectability, minimal 

complexity, and low perceptibility. As a result of rigorous testing and analysis, it 

has been shown that the suggested algorithm is a viable option for the widespread 

adoption of iot gadgets. 

1. Introduction 

Due to their computational complexity, application specialisation, and inflexibility, 

preexisting data security technologies like steganography and encryption are 

unsuitable for direct adaption. In addition, the iot ecosystem is portrayed as being 

characterised by limited device capabilities, high data rate traffic, tremendous 

scalability, and a wide range of heterogeneous devices. In light of these constraints, 

lightweight audio steganography algorithms provide a solution to the problems 

with cybersecurity in the Internet of Things. Steganography for images and videos 

necessitates a high data rate, an increase in energy for data transmission, a longer 

processing time, more energy, and more space for the encrypted data. In this 
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instance, audio signals (such as voice and music) are more likely to be suitable for 

the accommodation of iot devices' limited resources. Voice-enabled Internet of 

Things (iot) devices are also proliferating across sectors; they are already a de facto 

norm in mobiles, tablets, sensors, wearables, and smart speakers. The present 

epidemic emphasises the necessity to switch from touch to speech in order to 

increase security. When it comes to medical care, several institutions in the United 

States provide parents with access to detailed clinical information and treatment 

methods through Alexa-enabled devices. The hands-free mobility offered by iot 

speech recognition systems is essential in industrial settings including factories, 

smart farms, construction sites, and assembly lines. personal and private 

information, and other types of data provided to or received by the voice-enabled 

iot device must be kept secure. 

There have been numerous ideas for future study in the field of steganography, but 

to yet, there have been few significant contributions to the field in the form of 

audio steganography schemes that aim to solve cybersecurity concerns in iot 

devices. In this research, we offer a scalable, noise-resilient, and lightweight 

algorithm for audio steganography that is suitable for widespread deployment in an 

Internet of Things (iot) setting. 

Here is how the rest of this document is laid out., we outline the associated work, 

and in we offer our technique for safe iot communication. 

We describe the apparatus used in the experiments and the outcomes of the 

performance evaluations, and in Section 6, we draw a conclusion and suggest some 

future research options.  
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2. Related Work 

Many new steganographic methods have been created. Some of them use time-

domain data concealing [27,28], frequency-domain data hiding [6,29] (e.g., Fast 

Fourier Transform [FFT], Discrete Cosine Transform [DCT], Discrete Wavelet 

Transform [DWT]), or some other domain entirely. The state-of-the-art study does 

not include any audio steganography approaches for cyber-physical systems (cpss) 

or the Internet of Things (iot), although there have been some efforts at image-
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based steganography. Due to the high computational power, data storage capacity, 

and bandwidth needs of the Internet of Things (iot), Ding et al. [43] exploited 

mobile edge computing to implement picture steganography in iot using edge 

servers that process data adjacent to data sources or consumers. In order to 

effectively safeguard exterior product packaging in iot from anti-counterfeiting, Pu 

et al. [44] used fractionalorder spatial steganography (FSS) and blind steganalysis. 

Lightweight cryptography and the variable least significant bit replacement 

steganography method are recommended for use in a security scheme to facilitate 

safe data transmission in a smart iot environment, with the goal of meeting the 

inherent limits of iot devices [45]. To protect the diagnostic text data in medical 

pictures, Elhoseny et al. [46] presented a hybrid security strategy. 

Security in iot systems has its own unique set of issues, as discussed by Covington 

et al. [47]. These characteristics include the huge amount of traffic generated by iot 

components, the interoperability and heterogeneity of devices, and the 

decentralised nature of their deployment. When comparing iot to other systems in a 

controlled environment with well-defined security rules and tools, the authors say 

that these features have a crucial influence in the increased chance of security 

assaults in iot. Several suggestions are provided in the existing literature due to the 

inherent problems imposed by the features of the iot. Instead of being made with 

the Internet of Things in mind, the approaches suggested in [48,49] are aimed at 

protecting information on low-power, low-memory devices like mobile phones and 

embedded systems using simple cryptographic and steganographic algorithms. In 

[1-5], the authors try to develop a security architecture for the Internet of Things. 

Both the Advanced Encryption Standard (AES) and picture steganography 

methods are used in this system. The authors proposed a two-tier security system 

to deal with iot security. They used a standard picture steganography technique, 

however, without making any adjustments to accommodate the unique 

requirements of the iot. To assure the safety of medical data transfer, the authors of 

[6-12] developed a methodology that combines a steganography approach with a 

hybrid encryption system, much like [13-20]. Iot security is improved by their 

proposed technique, but only at the expense of significant computational overhead. 
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3. System analysis 

Memory isolation and tailor-made security may be achieved with the help of 

security microvisor (SV) middleware, which was first described by Daniels et al. 

[23]. SV makes use of software virtualization and assembly level code inspection 

to ensure safe operation. Energy-efficient datagram transport layer security (eedtls) 

was introduced by Banerjee et al. [14], who demonstrated a low-energy form of 

DTLS that maintained the same level of security at a fraction of the energy cost. 

The technique developed by Manogaran et al. [45] involves the implantation of 

medical sensor devices into patients in order to obtain clinical measures. When the 

sensors identify abnormalities in the patient's vital signs, such as an increased 

respiration rate, blood pressure, heart rate, blood sugar, or body temperature, an 

alarm message is generated and sent via wireless network to the attending 

physician. An essential management security technique is used by this system to 

safeguard massive volumes of data in the business world. 

An antimalware solution that operates in the cloud was suggested by Sun et al. 

[16]. The suggested solution offered reliable and effective security services for the 

iot devices. Ukil et al. [21] researched the needs for embedded security, offered 

solutions for protecting against cyberattacks, and developed tools to ensure that 

embedded devices cannot be tampered with. 

Medical records may be encrypted using one of two methods: attribute-based 

access or break-glass access, both of which were developed by Yang et al. [10]. If 

the attribute set agrees with the access policy of a medical file, then the medical 

staff member may decrypt the data and see it. For medical professionals and rescue 

teams to have access to critical information in an emergency, they must have a way 

to circumvent the file's normal security measures, thus the need for a "break-glass" 

mechanism. 

 Disadvantages 

 There is no reliable secret key for data concealment, and insecure 

cryptographic methods have been implemented. 

 

4. Proposed System: 
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The picture may then be sent anywhere over the Internet without fear of an intruder 

reading the secret message therein. The first step of the EGC method is to encrypt 

sensitive information. The XOR steganography method is then used to secretly 

inject the encoded message into the picture. Then, the Adaptive Gradient Descent 

Algorithm for Optimization (AGDAO) 

Elliptic Galois Cryptography (ECC) is a public-key encryption algorithm that 

utilises elliptic curve theory. To produce the keys, elliptic curve equation features 

are used instead of more common ones. This plan involves the usage of EGC. By 

constructing an elliptic curve over the Galois field (Fa), we may increase 

computation speed and accuracy while decreasing the complexity of rounding 

mistakes. The Galois field must have an absolute value larger than one. 

Advantages 

 Since fireflies are entirely genderless, they are naturally drawn to one 

another. 

 If two fireflies are of equal luminosity, the dimmer one will fly toward the 

brighter one. The firefly' allure and luminosity diminishes with distance. 

 It is the topography of the objective function that determines how bright a 

firefly will shine. The Firefly algorithm still has two major flaws: a) the 

construction of allure and b) the shifts in luminosity 

 

5. Implementation 

Sender 

To access this section of the application, Sender must first check in with a valid 

username and password. He has access to a variety of features, including the ability 

to browse and encrypt images, if he successfully logs in. Key in the hidden 

message using the private encryption code, Combine cryptography and 

steganography to conceal a message inside an encrypted picture. 

Receiver 

Browse and pick encrypted picture, decrypt image and extract Hidden data 

by,Cryptography and Steganography Techniques by inputting data hidden key, 
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save message or file are some of the tasks that will be performed by n users in this 

module. 

IOT Router 

An iot Router is a piece of software that sits in the midst of a transmission, 

decrypting an image and sending it on to the correct destination. 

6. Conclusion 

As the method is small in size, can function in noisy environments, and has a 

substantial data transfer rate, it is ideal for use in Internet of Things applications. 

With the suggested approach, the payload capacity is enhanced, the cover signal 

disturbance is decreased, and the stego file's naturalness is maintained by hiding 

information at high frequencies of the audio phase. The technique is noise-tolerant, 

where the payload capacity is not reliant on the kind of signal, and computationally 

simple, making it suitable for capability-constrained iot devices. 

We used audio signals as covers to safeguard data in the growing number of voice-

enabled devices and to broaden the scope of iot steganography applications, which 

are now restricted to pictures. Our findings demonstrate that at 32 db signal-to-

noise ratio (SNR), we were able to attain a high payload capacity of 24 kbps with a 

low detectability rate of 59.3%. Both the segsnr and PESQ scores improved from 

42 db to 48 db and 4.38 db to 4.41 db when the LSB depths were changed. Results 

from simulation and implementation show that our method (when using the stego 

channel) is robust against noise, and that its performance is comparable to that of 

the channel using BPSK, QPSK, 16-QAM, and 64-QAM modulation schemes 

when the stego channel is not present. Overall, the suggested system can offer data 

security, withstand iot communication channel noise, and support a large number 

of devices and the enormous traffic volume of the iot, making it suitable for 

meeting the needs and problems of iot steganography. 
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